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THE PLAN  
From assessment to 

implementation, we’ll 

help ensure your storage and data 

management solution can analyze 

critical population health management 

data and meet future requirements.

WE DESIGN IT. WE CONFIGURE IT. WE IMPLEMENT IT. WE SECURE IT.  
With expertise in healthcare, data centers, storage and security, CDW can help you 

create a patient data management solution that outpaces the influx of data your 

organization faces.  

WE GET IT.  

2013 2016 2020
78% of office-based physicians 

use some type of EHR system, 

up from a mere 18% in 2001.1

70% of the most profitable 

companies will manage their 

business processes using  

real-time predictive analytics  

or extreme collaboration.2

Healthcare data is estimated  

to grow to 25,000 petabytes by  

2020. That’s enough to fill 500  
billion filing cabinets.3

78% 70%

VITAL CARE  
FOR VITAL DATA

1National Center for Health Statistics, Use and Characteristics of Electronic Health Record Systems Among Office-based Physician Practices: United States, 2001-2013, January 2014 
2Gartner, Business Process Management Summit 2013, February 2013
3IDC, Bigger Data for Better Healthcare, September 2013
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THE PEOPLE   
Our healthcare-specific 

account managers are on  

top of ever-changing government 

regulations and are supported by 

engineers and specialists with 

industry-leading certification in  

data center optimization. 

THE PARTNERS  
We have a range of 

partnerships with leading 

vendors. This allows us to take  

an in-depth approach and bring  

you the right solution for your 

organization’s needs.

With Electronic Health Records, you have more data to manage than ever. All that data can improve 

care and lower costs by providing deep insight through analytics. You just need the proper patient 

data management technologies in place to use it to your — and your patients’ — advantage. 

25PB



Alaris
®

© 2014 CareFusion Corporation or one of its subsidiaries. All rights reserved. Alaris, CareFusion and the CareFusion 
logo are trademarks or registered trademarks of CareFusion Corporation or one of its subsidiaries. IF4454 

Learn more at carefusion.com/HIMSS2015.

Don’t leave patient safety up to chance. Manual keypad entry for infusions creates opportunities for human 

error, which can lead to harmful medication errors. Alaris® System interoperability, supported by the CareFusion 

SmartWorks platform, wirelessly pre-populates infusion parameters directly from physician orders and then 

automates documentation back to the patient’s electronic health record, improving accuracy and workflow. Because 

gambling isn’t acceptable behavior for medication. Never let good medicine go bad. 



CONTENTS JANUARY/FEBRUARY 2015

2   January/February 2015 • www.healthcare-informatics.com

Healthcare Informatics (ISSN 1050-9135) is published 8 times per year by Vendome Group, LLC, 216 East 45th Street, 6th Floor, New York, NY 10017. Periodicals postage 
paid at New York, NY and additional mailing offices. POSTMASTER: send address changes to HEALTHCARE INFORMATICS, P.O Box 2178, Skokie, IL 60076-7878.

Subscriptions: For questions or correspondence about a subscription, phone 847-763-9291 or write to HEALTHCARE INFORMATICS, PO Box 2178, Skokie, IL 60076-7878. If 
you are changing your address, please enclose entire mailing label and allow 6 to 8 weeks for change. Subscription rate per year (U.S. Funds): U.S. $58.00; Canada/Mexico $82.00; 
all other countries $109.95 (includes air delivery). Single copy rate (U.S. Funds) except September and January: U.S. $8.00; Canada/Mexico $12.00; all other countries $15.00. 
September 100 and January Resource Guide: $50.00 (U.S. Funds) includes shipping/handling to all countries. Add state and local taxes as applicable.

 COVER STORY
8 TOP TEN TECH TRENDS 2015
 As the industry continues to transform itself into what’s commonly known 

as “the new healthcare,” it’s becoming increasingly difficult to distinguish 
between the intersecting and sometimes overlapping forces driving those 
changes. This year’s annual Top Ten Tech Trends package provides guid-
ance from healthcare leaders who give their perspectives on the policy, 
industry and technology trends changing the face of healthcare.

9 INTRODUCTION
  Parsing the Swirl

10 INTEROPERABILITY AND POLICY
 Setting the Roadmap on FHIR

12 SECURITY
 For Healthcare Organizations, the Hackers Are Here

14 PUBLIC HEALTH
 Making Sense of an Onslaught of Data

16 TELEHEALTH
 Direct-to-Consumer: Alternative Methods of Telehealth Take Hold

18 BIG DATA
 Early Building Blocks of the Learning Health System Fall into Place

20 CONSUMER TECH
 Taking Consumer-Generated Health Data to the Next Level

22 TRANSITIONS OF CARE
 Closing the Gaps in Patient Care

24 I.T. GOVERNANCE
 Clinical Informaticists 2.0: Time for Senior Clinical IT Leaders to Step Up 

to their Game

25 HIE SUSTAINABILITY
 Survivor-Edition HIE: Can Statewide HIEs Achieve Sustainability?

27 MOBILE PHYSICIAN
 Making Doctors Mobile: Zeroing in on Clinical Workflow

 

Healthcare

Informatics
Healthcare IT Leadership, Vision & Strategy

Marion J. Ball, Ed.D.
Professor, Johns Hopkins School of Nursing 
Fellow; IBM Center for Healthcare Manage-
ment; Business Consulting Services, Baltimore, 
MD

William F. Bria II, M.D.
Chairman, Association of Medical Directors 
of Information Systems (AMDIS)

Tina Buop
CTO, La Clinica de La Raza, Oakland, CA

Bobbie Byrne, M.D.
VP for HIT, Edward Hospital, Naperville, IL

W. Reece Hirsch
Partner, Morgan, Lewis & Bockius LLP,  
San Francisco, CA

Christopher Longhurst, M.D.
CMIO, Lucile Packard Children’s Hospital, 
Clinical Assistant Professor of Pediatrics, 
Stanford University School of Medicine, Palo 
Alto, CA 

G. Daniel Martich, M.D.
Chief Medical Information Officer, UPMC  
Pittsburgh, PA

Brian D. Patty, M.D.
Vice President and CMIO, HealthEast Care 
System, St. Paul, MN

Chuck Podesta
CIO, UC Irvine Medical Center, Irvine, CA

Benjamin M.W. Rooks
Principal, ST Advisors, Inc.,  San Francisco, 
CA

Rick Schooler
Vice President and CIO, Orlando Health,  
Orlando, FL

Patricia Skarulis
Vice President and CIO, Memorial Sloan 
Kettering Cancer Center, New York

Fran Turisco 
Director, Aspen Advisors, Denver, CO

Ferdinand Velasco, M.D.
Chief Health Information Officer, Texas 
Health Resources, Arlington, TX

2015 EDITORIAL BOARD



Get up to $250 off competitively 
priced scanners with an industry 
best warranty!
Panasonic scanning technologies can help you save time and money 

by increasing accuracy and streamlining workflow at every step of the 

document management process. 

And now you can install a Panasonic scanner workhorse and earn up to 

a $250 discount, plus eco-friendly recycling* for any scanner trade-in.

Take advantage of this limited-time offer today.

Call now: 877.207.0035

Visit: us.panasonic.com/healthcare-scanners

*Panasonic will accept most brands as trade-in. 
©2015 Panasonic Corporation of North America. All rights reserved.

Learn More

call 877.207.0035

TH
E

 F
U

TU
RE IS A BIG

 D
E

A
L



4   January/February 2015 • www.healthcare-informatics.com

© 2015 by Vendome Group, LLC. All rights reserved. No part of 
Healthcare Informatics may be reproduced, distributed, transmitted, 
displayed, published or broadcast in any form or in any media without 
prior written permission of the publisher. 

Healthcare

Informatics
Healthcare IT Leadership, Vision & Strategy

EDITORIAL
EDITOR-IN-CHIEF
Mark Hagland mhagland@vendomegrp.com
MANAGING EDITOR
John DeGaspari jdegaspari@vendomegrp.com
sENIOR EDITOR
Gabriel Perna gperna@vendomegrp.com
AssOCIATE EDITOR
Rajiv Leventhal rleventhal@vendomegrp.com
AssOCIATE EDITOR, READER ENGAGEMENT
Megan Combs mcombs@vendomegrp.com
sENIOR CONTRIBUTING EDITOR
David Raths draths@mac.com

SALES
DIGITAL sALEs DIRECTOR, WEsTERN U.s.
Michael Madej mmadej@vendomegrp.com
216-373-1234
sENIOR ACCOUNT MANAGER, sOUTHEAsT
Sal Silletti ssilletti@vendomegrp.com
212-812-8430
sENIOR ACCOUNT MANAGER, NORTHEAsT
Steve Menc smenc@vendomegrp.com
216-373-1206
DIRECTOR OF sALEs, IHT² EVENTs
Robert Jaggers robert@ihealthtran.com
732-822-2518
PROJECT MANAGER, DIRECTORIEs/ 
sPECIAL PROJECTs
Libby Johnson ljohnson@vendomegrp.com
216-373-1222

CUSTOMER SERVICE
888-873-3566, email: hci.vendome@ads-g.info

PRODUCTION
ART DIRECTOR
Rebecca DeNeau rdeneau@vendomegrp.com
TRAFFIC MANAGER
Judi Zeng jzeng@vendomegrp.com
212-812-8976
All ad materials should be sent to:
https://vendome.sendmyad.com

ARTICLE REPRINTS
For reprints and licensing please contact 
Jill Kaletha, Foster Printing • 219-878-6068 or      
866-879-9144, ext. 168 • jillk@fosterprinting.com

REUSE PERMISSIONS
Copyright Clearance Center
978-750-8400 info@copyright.com

ADMINISTRATION
CHIEF EXECUTIVE OFFICER
Jane Butler
PREsIDENT
Mark Fried
VICE PREsIDENT, MANAGING DIRECTOR, 
TECHNOLOGy
Waco Hoover
CHIEF MARkETING OFFICER
Dan Melore
VICE PREsIDENT, FINANCE
Bill Newberry
VICE PREsIDENT, CUsTOM & sTRATEGIC 
ACCOUNT sERVICEs
Jennifer Turney
DIRECTOR, PRODUCTION & WEB DEVELOPMENT
Kathryn Homenick
DIRECTOR, CIRCULATION
Rachel Beneventi 

DEPARTMENTS
 

6 EDITOR’S PAGE

 iHT2 HEALTH I.T. SUMMIT

 I.T. GOVERNANCE PERSPECTIVE

32     EIGHT PRINCIPLES FOR I.T. GOVERNANCE SUCCESS
Texas Health Resources CIO Ed Marx lays out the must haves that any provider 
organization needs for IT governance success BY MARK HAGLAND

 DATA SECURITY UPDATE

33     SOME CONSENSUS OF DATA SECURITY AND THE CLOUD
Are strong data security and data privacy regimens possible in the cloud? A panel 
of healthcare IT leaders weighs in BY MARK HAGLAND

 
 PRIVACY PERSPECTIVE

35 BIG DATA: NAVIGATING FEDERAL AND STATE PRIVACY LAWS
What are the potential pitfalls of applying Big Data to healthcare? A legal expert 
at the law firm Foley & Lardner offers advice for complying with federal and state 
privacy laws BY M. LEANN HABTE

 TELEMEDICINE PERSPECTIVE

37 OPTIMIZING STROKE CARE WITH TELEMEDICINE
The inside story of how one large Ohio health system uses video conferencing and 
clinical documentation tools to have stroke neurologists on call 24/7 
BY RAJIV LEVENTHAL

 CAREER PATHS

40 ADAPTING TO THE NEW HEALTHCARE I.T. WORKFORCE
Will your organization be able to attract and hold on to the best of the millennial 
generation? BY TIM TOLAN

FEATURE

29 STREAMLINED STAFFING
 How can technology take the guesswork out of labor allocation? 
 Leaders of two major health systems share their stories on how their 
 organizations have automated agency management and staff scheduling 
 BY JOHN DEGASPARI

CONTENTS JANUARY/FEBRUARY 2015



Your patients trust you.  
That’s why more and more 

of you trust us.
More healthcare organizations rely on Fujitsu scanners than any other

to improve effciency, security and patient care. From the world’s fastest

high-volume scanners for records management to versatile easy-to-use

scanners at the admissions desk, Fujitsu performance and reliability is

the benchmark others follow. Include the ability to integrate with dozens

of leading software providers and you have a strong and reliable solution

that lasts. Learn more by visiting Ez.com/hcinfo

See the New FUJITSU Document Scanner fi-7160

© 2015 Fujitsu Computer Products of America, Inc. All rights reserved. 



EDITOR’S NOTES

6   January/February 2015 • www.healthcare-informatics.com

I’ve been reading the recently 
published book by Stephen 
R. Covey, author of “The 7 

Habits of Highly Effective Peo-
ple,” and several other books on 
success, personal development, 
and business management. “The 
2011 book, The 3rd Alterna-
tive: Solving Life’s Most Difficult 
Problems,” focuses strongly on 
cooperation and conflict resolu-
tion.

One section, “Teaming With-
out Frontiers,” in the chapter, 

“The 3rd Alternative at Work,” particularly caught my at-
tention. Covey writes, “One of the great things about our 
high-tech century is that complementary teams know no 
boundaries. Groups can synergize in ways undreamed of 
only a few years ago… A wonderful example is LEGO, the 
Danish toymaker that is often called the most trusted 
company in the world. LEGO counts its millions of cus-
tomers as an active part of a complementary team.  How 
would you react if customers secretly began hacking into 
your company’s computers?” Covey asks. “Call the po-
lice, right? When this happened to LEGO, they reacted 
with dismay, just as anyone would. But then they asked 
themselves, ‘Why would customers do this?’ And being 
the LEGO company, they became fascinated with the 
question and tried Talking Stick communication with 
the culprits.”

As Covey further writes, “When they talked to the 
hackers, they found they were LEGO fans who wanted 
to build their own creations. The hackers had broken in 
so they could go around the company’s inventory system 
and order individual parts that normally came packaged 
with other parts.”

As a result, LEGO’s director of community develop-
ment, Tormod Askildsen, led a change process that led 
to a new policy and process that allowed LEGO fans to 
create new LEGO designs and to share those designs 
with other customers, ultimately creating “hundreds of 
thousands of ideas for new products that the LEGO firm 
never has to develop.” Askildsen calls it a “platform for 
LEGO in the twenty-first century.”

In other words, once LEGO executives figured out 
what had happened, they developed a process-based so-
lution that addressed the real needs of the company and 
its customers. As Covey puts it with regard to what bar-
riers in today’s global business environment, “The only 
walls standing in our way are cultural walls, and some 
great organizations are working hard to raze those walls 
as well.”

The idea that cultural change remains one of the core 
obstacles to process transformation in business organi-
zations is particularly tantalizing when one applies such 
questions to healthcare. As many know, the healthcare 
industry, after decades of being a laggard compared to 
other industries, is now in the midst of transformative 
change. Yet cultural obstacles to change—including old 
medieval guild-like notions of how clinicians and other 
healthcare professionals should interact, old forms of 
departmental and institutional territoriality, and above 
all, simple inertia—remain in healthcare organizations 
nationwide.

Fortunately, the trendlines towards change are clear 
everywhere. It is exciting for us, the editors of Healthcare 
Informatics, to bring to you our readers the Healthcare 
Informatics Top 10 Tech Trends for 2015 (pp. 8-28). As al-
ways, we’ve spoken with true industry leaders, and have 
carefully sifted through a plethora of shifting landscapes 
and influences, to bring you this year’s selections.

The question, for the leaders of hospitals, medical 
groups, integrated health systems, accountable care or-
ganizations, health plans, health information exchanges, 
and public health agencies, remains clear: will the lead-
ers of healthcare organizations be able to overcome old 
patterns and cultural inertia, and move into the future 
of healthcare? Let’s hope the answer is yes—not only for 
healthcare organizations themselves, but especially for 
patients and communities.

Mark Hagland
Editor-in-Chief

Mark Hagland

The LEGO Solution
Who will have the agility to master the new healthcare environment? The case for 
embracing change
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ill health information exchanges, as a 
class, survive the present moment of 

instability? Will the ongoing advances 
in wearable device technology lead to a blooming 
of patient-generated data for care management? Will 
patient care organizations develop comprehensively success-
ful strategies that make doctors truly mobile in their day-to-
day practices? Will hospitals, large medical groups, and inte-
grated health systems be able to � nd and cultivate the clinical 
informaticists leaders they need in order to move to the next 
level of clinical transformation? Will FHIR really “catch on” as 
a transformational interoperability standard? Will hospitals 
and other providers really be able to master the readmissions 
challenge—and will they be able to regularly successfully doc-
ument care transitions?

� ese are just a few of the countless pressing questions fac-
ing the leaders of patient care organizations across the U.S.—
and internationally—as the healthcare system grinds forward, 
pushed by policy, regulatory, and reimbursement mandates, 
bu� eted by macroeconomic and business trends, and assisted 
by rapid technological advances.

Indeed, the reality is that as we grope our way for-
ward towards what we at Healthcare Informatics are 

increasingly calling simply “the new healthcare”—a 
healthcare delivery and payment system refocused on 

care quality, patient safety, e�  ciency, cost-e� ectiveness, 
accountability, transparency, and population health—all the 
various trends a� ecting you, our audience, are becoming more 
and more interconnected, and in many cases, messily overlap.

In other words, more and more, separating one trendline 
from another is becoming an increasingly tricky business. 
Nonetheless, it’s up to journalists like us to help separate and 
articulate the various intersecting and overlapping trends, 
and it is in that context that we o� er you, our readers, our Top 
Ten Tech Trends for 2015. In the following pages, you will � nd 
ten articles looking at some of the most important trends now 
emerging in healthcare. Each of the ten trends has its own sig-
ni� cance—and urgency; together, they help paint a portrait 
of the landscape in U.S. healthcare at a time of fundamental 
change and intensifying activity.

We hope this package of articles will intrigue you, engage 
you, and support you, our readers. Enjoy!  

—� e Editors of Healthcare Informatics

ill health information exchanges, as a 
class, survive the present moment of 

instability? Will the ongoing advances 
in wearable device technology lead to a blooming 
of patient-generated data for care management? Will 

ward towards what we at 
increasingly calling simply “the new healthcare”—a 

healthcare delivery and payment system refocused on 
care quality, patient safety, e�  ciency, cost-e� ectiveness, 
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question of whether the federal government needs 
to play a role anymore,” he says. “Are we at a point 
where the market could actually pick it up and play 
the lead role? There is a strong sense in the indus-
try that we are at that point.”

There’s one key question the Interoperability 
Work Group is posing to ONC about the roadmap 
under development, and it gets to a larger issue 
about the future role of ONC itself in interoperabil-
ity. “Is it just going to describe what is happening in 
the marketplace?” Tripathi asks, “Or if it is going to 
be prescriptive, with what authority and incentives 
are you going to be prescriptive? We have to under-
stand the role ONC imagines playing.”

He stresses that it is valuable to create a road-
map and ONC is the right organization to set goals, 
but he added that any time you start talking about 
10 years, things tend to get highly speculative. “In 
our workgroup, we’ve said let’s just talk about the 
next three years. Beyond that, it is anyone’s guess.”

HL7 CEO Charles Jaffe, M.D., Ph.D., agrees with 
Tripathi that planning for 10 years out is too dif-
ficult, beyond setting an ultimate goal. He stresses 
the significance of the Argonaut Project, in which 
several leading EHR vendors, including Epic and 
Cerner, and some integrated health systems such 
as Intermountain Health, have put their financial 
support behind FHIR development. “I think you 

can tell from the landscape that the private sector has taken 
the initiative to develop some of its own pathways to interoper-
ability,” he says. “And I think even for the most optimistic of us, 
it will not be a big bang, where one day we didn’t have interop-
erability and the next day we did. It will come in stutter steps 
and great leaps; and I think some of the things going on now are 
great leaps.”

Speaking at a November webinar panel discussion on interop-
erability issues, John Halamka, M.D., CIO at Beth Israel Deacon-
ess Medical Center and co-chair of the HIT Standards Commit-
tee, said the industry needs more than standards; it needs an 

Last year, Healthcare Informatics made the 
HL7 draft standard Fast Healthcare In-
teroperability Resources (FHIR) one of our 

Top 10 Tech Trends to watch (www.healthcare-
informatics.com/article/top-ten-tech-trends-
catching-fhir).

This year, interoperability is the first topic of 
conversation wherever CIOs and CMIOs gather, 
and FHIR is now at the center of the discussion. 
Standards developers may be used to people ig-
noring their work, but suddenly they are in the 
spotlight. At this year’s American Medical Infor-
matics Association conference in Washington, 
D.C., the sessions on FHIR and public application 
programming interfaces (APIs) were standing-
room-only.

With so many provider organizations strug-
gling with Stage 2 of meaningful use, observers 
are wondering what role the Office of the Na-
tional Coordinator for Health IT (ONC) will play 
in standards development and promotion. Some 
have suggested that ONC “declare victory” with 
meaningful use and move on or narrow the focus 
of Stage 3 to interoperability issues alone.

One person at the center of the “FHIR storm” 
in terms of what the draft standard could mean 
to policy development and regulation is Micky 
Tripathi, Ph.D., president and CEO of the Mas-
sachusetts eHealth Collaborative (MAeHC). He co-chaired the 
ONC’s JASON Report Task Force and chairs the Policy Commit-
tee’s Interoperability and Health Information Exchange Work-
group as it makes recommendations on ONC’s 10-year interop-
erability roadmap. MAeHC is taking the project management 
role on HL7’s Argonaut Project to accelerate FHIR’s develop-
ment and adoption.

Tripathi says that ONC might be at a turning point. “We have 
to recognize, as we turn the corner from Stage 2 to Stage 3 on 
the interoperability side, that we are starting to see some de-
velopments happening in the private sector, and it raises the 

Trend: Interoperability and Policy

SETTING THE ROADMAP ON FHIR
As the private sector coalesces around HL7’s draft standard, what is the 

role of onc and meaningful use? BY DAVID RATHS

Micky Tripathi, Ph.D.

Charles Jaffe, M.D.
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ecosystem and a coordinated architecture. "It's not 

sufficient that every EHR [electronic health record] 

simply have an API;' he said. "In the JASON Task 

Force report, they propose a data-sharing network 

or arrangement with the notion of a trust fabric de

termining who can get access to data:· 

Halamka explained that consolidated clinical 

document architecture (CCDA) and Direct messages 

send packages of data, but that just pushing data is 

insufficient. It is difficult to parse CCDA and write 

back to data structures. The industry needs to be able 

to pull discrete data and write back, and an API ap

proach allows that. The other key, he said, is to avoid 

a single top-down approach. If we create a federation 

of loosely coupled data sources, APis would allow 

them to be linked, he said. Entrepreneurs could cre

ate new apps and modules. Patients could download 

data form everywhere they are treated. "Epic has cre

ated its Care Everywhere network. Great-use the 

ecosystem as a way to leverage what we already have 

and knit them together;· he said. "Federated and co

ordinated and distributed:' 

In the same panel discussion, Arien Malec, vice 

president for data platform and acquisition tools 

at Relay Health, calls the interest in FHIR unprec

edented. "I don't think I've seen anything that has 

received this much attention from folks at HL 7 in 

the last decade;· he said. 

WE HAVE TO RECOGNIZE, AS WE TURN 

THE CORNER FROM STAGE 2 TO STAGE 

3 ON THE INTEROPERABILITY SIDE, 

THAT WE ARE STARTING TO SEE SOME 

DEVELOPMENTS HAPPENING IN THE 

PRIVATE SECTOR, AND IT RAISES THE 

QUESTION OF WHETHER THE FEDERAL 

GOVERNMENT NEEDS TO PLAY A ROLE 

ANYMORE. -MICKY TRIPATHI, Ph.D. 

David Minch, president and board chair of the nonprofit 

California Association of HIEs (CARIE), recommends mov

ing from second-generation data exchange protocols and 

content packaging, which have reinforced "walled garden" ap

proaches, toward open APis, simple content packaging, and 

>-

Internet-appropriate protocols (FHIR). 

He also suggests that rather than focus

ing on policy levers that establish gover

nance mechanisms for health informa

tion exchange, ONC should support the 

development of technical standards and 

especially concise and explicit reference 

implementations of the standards. 

Minch says he knows how strongly Na

tional Coordinator for Health Information 

Technology Karen DeSalvo, M.D., feels 

about the importance of interoperability, 

"But if we continue business as usual, this 

whole roadmap exercise is just one more 

self-flagellation about moving things for

ward, even though we are staying in place;· 

he says. "She can make a tremendous im

pact on ONC in terms of changing its tra

jectory, but it is going to take standing up 

to the vendor community. Just a little bit of 

backbone goes a long waY:' 

Tripathi says some people have ex

pressed concerns that the JASON Report 

Task Force was suggesting dropping ev

erything else going on to focus on some

thing that hasn't even been tested in the 

marketplace yet. "That is not what we 

said. It is an evolving market, with lots of 

ways of doing things, and they will persist and people 

should keep doing those;· he says. "But the current ap

proaches are structurally limited, and they are not going 

to get us to the next level. We have got to work toward 

getting there:· 

www.healthcare-informatics.com • Healthcare Informatics 11 
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Trend: Security

FOR HEALTHCARE ORGANIZATIONS, 
THE HACKERS ARE HERE

With hackers targeting healthcare organizations, data breaches are no longer 
limited to a forgotten USB drive or a stolen computer by gabriel perna

“It tests your ability to respond to an incident 
and [ figure out] what communications is re-
quired within your organization to ensure that 
business as usual can continue,” says Scheib. 

GROWING THREAT
Whether it’s “activism” hacks or cyber criminals 
looking to gain access to valuable information, 
healthcare organizations like Boston Children’s 
are living in a new world, where these kinds 
of threats are very real and no one is safe. No 
longer is a data breach limited to a forgotten 
USB drive or a stolen computer. Threats to data 
security are now coming from hackers, who in 
turn, could be coming all the way from China, 
as the Franklin, Tenn.-based large hospital 
chain, Community Health Systems, found out.

Along with Boston Children’s, attacks against 
Community Health and the Healthcare.gov 
website were two other notable hacks in 2014, 
but this is a growing industrywide problem, 
says Dan Berger, CEO of the Carpinteria, Calif.–
based RedSpin, a data security testing provider. 
“It was only a matter of time before there was so 
much electronic health data for an organized 
group of hackers or even a lone wolf hacker to 
go after,” he says.

According to an annual report from the Ponemon Institute, 
the Traverse City, Mich.-based consulting firm, the percentage 
of healthcare organizations that have reported a cyber attack 
has doubled in the last five years, from 20 to 40 percent. The 
hacking threat has become such a problem that this past sum-
mer, the Federal Bureau of Investigation sent multiple warn-
ings to healthcare organizations saying they were at risk.

Jeremy Molnar, vice president of technical compliance ser-
vices at CynergisTek, an Austin, Texas-based consulting firm, 
notes that the amount hackers could see medical records for 
on the open market is only going to increase over time. Berger 

Easter weekend is one of the craziest 
three-day stretches in the calendar year 
in Boston, which made the hack against 

Boston Children’s Hospital all the more difficult.
The Easter/President’s Day/Marathon Mon-

day trifecta in Boston makes that weekend al-
ready very stressful, but in 2014 especially so 
with it being the one-year anniversary of the 
Marathon bombing. Luckily, for Boston Chil-
dren’s, a 395–bed facility, IT leaders had time to 
prepare for the hack.

According to Paul Scheib, chief information 
security officer (CISO) at Boston Children’s, 
the hospital found out about the potential at-
tack in mid-March. People who claimed to be 
representing the hacktivist collective known as 
Anonymous had posted threats to Boston Chil-
dren’s on PasteBin because of a controversial 
child custody case going on in the hospital.

Despite the prior knowledge, the distributed 
denial-of-service (DDoS) attack put Boston 
Children’s up against the metaphorical wall on 
Easter weekend. “At some point, I think Sunday, 
the levels [of attack] increased to such a signifi-
cant level that it basically congested all of the 
Internet circuits coming into the hospital and 
the greater Harvard [Medical School] commu-
nity. We get Internet access through Harvard, as does many 
of the Harvard affiliated hospitals. It was this bleed-over ef-
fect with other large Boston hospitals feeling the impact of the 
DDoS attack,” Scheib recalls.

The hack made life incredibly difficult at Boston Children’s, 
recalls Scheib. Internet-related activity, such as ePrescribing 
and transitions-of-care information sharing, suffered. Also, 
the hospital was forced to take down its email system as well 
as patient and physician portals for a period of time. The at-
tack forced the hospital to put in place several workarounds 
and harken back to older processes.

Paul Scheib

Dan Berger
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adds that unlike a credit card, which can be changed, a medi-
cal record is permanent and has many avenues in which hack-
ers can exploit for fraud.

Moreover, Chris Van Pelt, principal in the healthcare IT 
practice at PricewaterhouseCoopers Advisory LLC, told HCI 
that healthcare organizations may find themselves in the 
crosshairs of foreign governments and other crime syndicates 
looking to gain intellectual property; similar to what hap-
pened with Community Health. “These criminals and govern-
ments are coming at anything they can get access to. Water 
seeks its own level, and they’re going to access anything they 
can. So frankly, whatever size patient care organization you 
are, they’re coming after you,” says Van Pelt. 

BE PREPARED
At the height of the crisis over the Easter Weekend at Boston 
Children’s Hospital, Scheib’s team decided to divert traffic to a 
third-party vendor’s offsite service that filtered out the DDoS 
attacks. That allowed them to resume normal operations the 
next day.

After the DDoS attacks died down, the hackers began tar-
geting the organization through phishing emails and applica-
tion-level attacks. To counter this, the hospital put into place 
application-level firewalling and brought down its email for a 
time. This went on for about a week until someone, also claim-
ing to be associated with Anonymous, essentially told the 
hackers to back off.

Phishing attacks are a whole new ball game, notes Scheib. 
Recently, the UC Davis Health System notified 1,800 patients 
of a phishing scam that compromised three physicians’ email 
accounts. Dothan-based Southeast Alabama Medical Center 
(SAMC), a 400-bed community facility serving Southeastern 
Alabama and portions of the Florida panhandle, has taken a 
multi-layered approach to safeguarding data against phish-
ing scams. The organization has invested in advanced email 
filtering technologies to block unwanted messages and keep 
its system free of adware, spyware and viruses.

Similarly, Boston Children’s has looked at technologies to 
help block phishing attacks but overall, Scheib admits be-
cause of human nature it’s difficult to stop. “No matter how 
much you train, people will click on a link by accident, not 
knowing what it’s unintended for. We’ve done a lot of training 
and raised awareness on it, but by no means is it never going 
to happen,” he says.

Organizations must prepare, and risk and gap analyses are 
vital, say Molnar and Berger. So is being annoying: “You’ve got 
to scream, yell, and basically be a pain in the neck in the execu-
tive suite. Security in healthcare is not just the domain of IT, it 
extends to everyone in the organization,” says Berger. 
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Trend: Public Health

MAKING SENSE OF AN ONSLAUGHT OF DATA
Finding relevant data at the local level and building bridges to clinical care 

requires a nuanced approach by joHn degasPari

relevant data, and especially making sure that 
the people who are interested at the local level 
have the ability to see that it’s relevant.

Public health departments will increasingly 
get data from EHRs, and it will be important 
that various systems that collect data for par-
ticular conditions work together, Lee says. He 
notes that investments are needed in EHRs to 
ensure that data systems are interoperable to 
public health, and that actionable public health 
decisions can be made from that data. He adds 
that standards are needed that allow for ex-
change of the right data and the right meaning 
of that data.

Lee adds that the CDC is developing stan-
dardized tools and procedures for rapidly col-
lecting data, using it and tying it back so it is 
useable at the local, state and federal levels. 
One example of that effort is the CDC’s Bio-
Sense program, part of the national Syndromic 
Surveillance Program, which is aimed at de-
veloping additional analytics capabilities and 
more capacity to send and receive data as the 
level of syndromic data increases.

Jeff Engel, M.D., executive director of the 
Council of State and Territorial Epidemiolo-
gists in Atlanta, says the technology infrastruc-
ture requires setting up a platform that works 

within government IT. Security issues, firewall issues, and 
working with other departments such as public safety face 
every jurisdiction, he says. He also sees an emerging require-
ment for what he terms public health informaticians—highly 
skilled epidemiologists, who can write code and translate the 
English language into machine language, particularly for re-
portable conditions.

Brian Castrucci is program director of the de Beaumont 
Foundation, a Bethesda, Md.-based not-for-profit that 
“works to transform the practice of public health through 
strategic and engaged grantmaking,” and has a background 
as an epidemiologist with local health departments. He says 
the U.S. has a health system that is purely set up to manage 

Historically, public health has been 
viewed as something of a poor step-
child when it comes to the billions of 

dollars in investments that have been aimed 
at transforming clinical care. Public health 
funding continues to be an issue, and the capa-
bilities of local public health departments vary 
widely.

In fact, that is a problem even in the largest 
urban local health departments, according to 
a paper in the January issue of the Journal of 
Public Health Practice. According to a survey 
of 45 public health leaders in 16 large urban 
public health departments, timely information 
and data on chronic disease that are available 
in smaller geographic units are still difficult to 
obtain. Technology such as electronic health 
records (EHRs), claims data and hospital dis-
charge data, was cited as useful data sources, 
but fewer than half of local health departments 
polled used systems that collected or dissemi-
nated data from EHRs or health information 
exchange.

The question is: Has the time arrived for 
public health to benefit from the technologi-
cal transformations that are benefitting clini-
cal acute care, and what are the barriers that 
stand in the way of data sharing that will en-
able a better partnership between public health and clini-
cal care? In interviews, several public health experts give a 
qualified “yes.”

 
BRIDGING THE INFRASTRUCTURE GAP
Brian Lee is chief public health informatics officer, Office of 
Public Health Scientific Services, of the Centers for Disease 
Control and Prevention (CDC) in Atlanta. “New techniques 
and new technologies will allow us to amplify the work of a 
single smart epidemiologist or practitioner by allowing him 
to use tools that didn’t even exist 10 years ago,” he says. Al-
though there will more data, and more timely data, available, 
the challenge for public health is going to be filtering out the 

Jeff Engel, M.D.

Brian Lee



the consequences of disease. Clinical practices have tremen-
dous depth, but that is only half of the equation, he says. In 
his view, public health workers have the skills to analyze data 
around the upstream causes of diseases, but there has been 
a disconnect in that clinicians do not contextualize their in-
formation at the community level.

“If we can bring this together, use the multi-billion dol-
lar investment in health IT to bridge the gap between those 
looking for the consequences of a disease and the causes, we 
could leverage better partnerships between clinical medi-
cine and public health,” he says. He adds: “We have this Tow-
er of Babel throughout health; we have a lot of information, 
but it’s in di� erent formats, di� erent EMRs, and in di� erent 
organizations. We have to harmonize the information for the 
public health good it can do,” he says.

Castrucci calls attention to a public health concept called 
foundational capabilities, which is aimed at developing a na-
tional standard for what local health departments need to 
deliver their services, and is aimed at identifying the right 
data points for local public health. “EHRs get a lot of atten-
tion, but they are insu�  cient. We don’t have the data in the 
right places to make the right choices for our citizenry,” he 
says. “We must � gure out a way to get sub-county data in 
a real-time way, so our public health leaders can make the 
same informed decisions that our clinicians make when 
treating individual patients.”

BIG DATA: RELEVANCE ON A LOCAL SCALE
Getting the right data—both clinical and non-clinical—that 
is relevant to public health is also the central challenge of us-

WE HAVE THIS TOWER OF BABEL 
THROUGHOUT HEALTH; WE HAVE 
A LOT OF INFORMATION, BUT 
IT’S IN DIFFERENT FORMATS, 
DIFFERENT EMRS, AND IN DIFFERENT 
ORGANIZATIONS. WE HAVE TO 
HARMONIZE THE INFORMATION FOR 
THE PUBLIC HEALTH GOOD IT CAN 
DO. 
—BRIAN CASTRUCCI

ing Big Data, according to the CDC’s Lee. “� e challenge is in 
working with healthcare, and also the broader health system, 
to identify what is helpful to public health,” he says, adding 
that a lot of what takes place at the state and local levels is 
useful to public health.

 What is new in public health is an onslaught of novel data 
sets that require novel techniques, he says. “When you look 
at public health practices, and look at surveillance, we have 
incoming data streams, we have ongoing surveillance ac-
tivities and we need to analyze that in real time or near real 
time, which requires Big Data approaches,” he says.

Oscar Alleyne, director of epidemiology and public health 
planning at the Rockland County Department of Health, Po-
mona, N.Y., who also chairs the Biosurveillance Workgroup 
of the National Association of County and City Health Of-
� cials, agrees. He says that epidemiologists “love data,” but 
local health departments require useful data. “We may have 
terabytes of data streaming in, but if only a gigabyte of that 
terabyte is useful data, it is of little use,” he says. He adds that 
that there has been progress from the perspective of what 
data points are relevant to public health.

“Local health departments can and do identify key indica-
tors that are of value to the health of the community. When 
Big Data says ‘We have these elements,’ unless they can ar-
ticulate how the data collected allows us to have actionable 
items, that’s the progress to which I am speaking,” Alleyne 
says.

Incorporating Big Data, improving bio-surveillance and 
incorporating electronic health record information in a 
meaningful way, will improve public health, according to 
those interviewed. Nonetheless, they acknowledge that sig-
ni� cant hurdles remain. Engel, for one, is optimistic that 
new technologies will enhance public health, but he urges 
patience: “It’s not going to happen overnight in government 
because of the lack in resources and workforce. It’s going to 
take time.”
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Trend: Telehealth

DIRECT-TO-CONSUMER: 
ALTERNATIVE METHODS OF TELEHEALTH TAKE HOLD

Telehealth is no longer limited to expensive equipment and high-end 
medical centers by gabriel perna

within 15 minutes, had a visit, got a prescription 
sent to my local pharmacy, and I didn’t have to 
miss work.’ There’s no price on that level of con-
venience.”

DRIVING FACTORS
Access, cost, and convenience are driving it 
forward, plus advancement in technological 
capabilities, says John Jesser, vice president of 
engagement strategy at Anthem Blue Cross, an 
affiliate of the Indianapolis-based WellPoint. 
With Boston-based AmericanWell, which also 
contracts with Online Care Group, the payer 
launched a “direct-to-telehealth” service to 
small- and large-group fully insured customers 
and self-funded national employers in California 
and Ohio. UCLA Health is part of the initiative 
and will make its doctors available for patients.

“Historically, telehealth meant expensive 
video conferencing equipment in a clinic at one 
location and expensive video conferencing in a 
hospital somewhere else. [The technology] now 
allows doctors to log in and log out easily at their 
convenience and it allows patients to seek care 
when they want it, from their iPhone or Android. 
That’s changed everything,” Jesser says.

The Anthem Blue Cross and Online Care 
Group telehealth services connect consumers to doctors at any 
time of day for the price of $49 per encounter. In some cases, 
Antall says, members are covered for the visit through their em-
ployer.

Moreover, payers and providers are linking providers to pay-
ers directly through telehealth in more ways than just through 
a mobile app. Leaders at the Mayo Clinic in Albert Lea and Aus-
tin, Minn., have launched kiosks at each location that are akin to 
the self-checkout machine at a grocery store.  The kiosks allow 
patients to connect with a remote doctor via telehealth equip-
ment. Along with video capabilities, each kiosk is equipped with 
a stethoscope, scale, blood pressure cuff, pulse oximeter, ther-
mometer, otoscope, and dermascope. 

When Google does something, the rest 
of the world notices. The powerful 
tech giant has that kind of influence, 

whether it is in search, mobile, or some other 
kind of software service. Thus, when the com-
pany launched a “direct-to-consumer” telehealth 
service, it got the mainstream media’s attention, 
despite the lack of an announcement.

The company is conducting a pilot program 
with Boston-based Massachusetts General Hos-
pital, Scripps Health, a San Diego-based non-
profit health system, and One Medical Group, a 
San Francisco-based technology-focused medi-
cal practice. When someone searches for basic 
health information, Google will give the consum-
er the ability to connect with a doctor from one of 
those organizations via telehealth.

Google’s move is part of a larger trend that is 
bringing telehealth directly to the consumer. In 
the past, telehealth has taken part in the con-
fines of a smaller medical facility that is con-
necting to a larger hospital with access to spe-
cialty care. Companies like TelaDoc, MDLive, 
AmericanWell, and multiple others, are bring-
ing telehealth capabilities directly to the pa-
tient. They have started up, received millions 
from investors, and formed partnerships with 
large health systems like Mount Sinai in New York, pharma-
cies like Walgreens and others.

“Access, cost, and convenience: those three things are driving 
this,” says Peter Antall, M.D., medical director at the Boston-
based Online Care Group. Online Care Group is a physician-
based medical group that specializes in telehealth care.

“The reality is that it takes 19 days for a patient to get an ill vis-
it for their primary care physician’s office. Nineteen days. By 19 
days, you’re either better, in an ER, or dead,” Antall says. “That’s 
access. For cost, more of the burden is being put on the patient. 
[Most direct-to-consumer telehealth services] are cheaper than 
any other visit except at a convenience care clinic. And conve-
nience, we hear from patients who say, ‘I accessed your system 

Peter Antall, M.D.

Ryan Spaulding, Ph.D.
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DIRECT-TO-CONSUMER CONCERNS
Because it’s within the confines of a health system, one of the 
advantages Mayo’s direct-to-telehealth service has over others 
is that it’s tapped into the patient’s electronic medical record 
(EMR). Patient data from the encounter are fully integrated.

The lack of this capability is why everyone is not fully on 
board with the trend. Some, like Ryan Spaulding, Ph.D., di-
rector of the Center for Telehealth and Telemedicine at the 
University of Kansas Medical Center, have concerns with the 
impact these kinds of services will have on coordinated care.

“It’s hard to see where that’s going to go. A lot of the patients 
who are served need to be connected to a health system some-
where. As you know, reimbursement, especially with Medicare 
and Medicaid, requires everyone to have a primary care phy-
sician to help manage their care. When you bring in a third 
party like Google or another service, the care is moved outside 
the approved gatekeeper,” Spaulding says.  He also notes that 
the access factor, which is driving the trend, still may not re-
duce the digital divide. Many underserved communities can’t 
afford to pay for a $40 encounter, he believes.

Reimbursement is an issue affecting all forms of telehealth, 
says Gary Capistrant at American Telemedicine Association 
(ATA), senior director of public policy. He says there are ar-

tificial barriers, both at a federal and state level, preventing 
providers from being reimbursed for telehealth. In particular, 
Medicare being a poor payer of telehealth has a downward fac-
ing affect on the rest of the industry.

“Not only is it the nation’s largest single payer but many of 
the lives it covers are the heaviest users of healthcare,” Cap-
istrant says. Antall at the Online Medical Group concurs and 
says that the biggest challenges for reimbursement his organi-
zation faces are with the Centers for Medicare and Medicaid 
Services (CMS). 

GROWING ENTHUSIASM 
Even with these concerns and barriers, it’s hard not to see the 
enthusiasm among providers, payers, and patients only grow-
ing for direct-to-consumer telehealth services. Jesser at An-
them Blue Cross says thus far, the service has been a hit for 
busy moms, college students, and business travelers. He says 
the payer will launch the service for Spanish speaking patients 
in the coming months.

“It should never replace a person having a relationship with 
their own primary care doctor but I believe that within three 
to five years, it will be fully integrated as one of the ways peo-
ple get care,” Jesser says.
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EARLY BUILDING BLOCKS OF THE LEARNING 
HEALTH SYSTEM FALLING INTO PLACE

Clinical data research networks lay the groundwork for more rapid and 
cost-effective research BY DAVID RATHS

boundaries of their own organizations.”
Michael Kahn, M.D., professor of epidemiol-

ogy in the Department of Pediatrics at the Uni-
versity of Colorado Denver, is one of the princi-
pal investigators of the PEDSNet project, which 
is creating a distributed network of standardize 
data on more than 1 million children to enable 
data sharing, cohort identification and research. 
Kahn says the goal is to leverage the data infra-
structure being created to establish a learning 
health system of rapid-cycle improvement, in-
cremental changes, and distributed clinical de-
cision support.

The learning network concepts have been in 
development for several years, but because of 
the PCORI funding and attention, it is accelerat-
ing, he says. “I think we are learning how to do 
this better.”

The difficult data and terminology harmoni-
zation work is “door-to-door combat,” Kahn says. 
“But we needed to be sensitive to the fact that 
different organizations had placed institutional 
investments in different starting points.”

These networks of large data sets add com-
plexity in terms of governance and consent, he 
added. How long before PEDSNet starts seeing 
research results? “I think we are more than a 

year out and less than two years out,” Kahn says. “You have to 
have enough data of enough depth to be of interest. Dribs and 
drabs are not enough. You have to have a fairly heavy base. We 
are focused on getting to that critical mass of data.”

The American Society of Clinical Oncology (ASCO) is 
building its own research data network, CancerLinQ, to ag-
gregate and analyze a massive amount of real-world cancer 
care data. By the end of 2015, it expects to have the platform 
built and 15 vanguard practices fully engaged in using it, says 
Robert Hauser, PharmD, senior director of ASCO’s quality de-
partment. One goal is to provide real-time clinical decision 
support to help physicians choose the right therapy for each 
patient.

Many informatics experts see the signs 
of health IT progress taking place to-
day as stepping stones toward the de-

velopment of a learning health system, in which 
health systems routinely share data to learn more 
about the causes of disease and the treatments 
for disorders.

Although that type of network is years away, 
in 2015 we already are seeing the foundational 
elements being put in place and can watch the 
pioneers doing the early work, especially the 11 
clinical data research networks funded by the 
federal Patient-Centered Outcome Research In-
stitute (PCORI), including the National Pediatric 
Learning Health System (PEDSNet) and the Chi-
cago Area Patient-Centered Outcomes Research 
Network (CAPriCorn).

Speaking to the Health Data Consortium on 
May  28, 2014, PCORI Executive Director  Joe 
Selby, M.D., M.P.H., said the work is “designed to 
enable practice-changing research by harnessing 
the vast data locked within health systems and 
clinical settings, as well as information and ex-
periences reported by patients themselves…Our 
goal is to use the power of large sets of healthcare 
data, under policies developed with the help of 
patients, to enable more rapid and cost-effective 
clinical research.”

These new networks are federations of entities coming to-
gether to learn from sharing data and doing analytics on that 
data. “They apply learning back to inform practice in ways that 
improve health,” says Chuck Friedman, Ph.D., chair of the Uni-
versity of Michigan Medical School’s Department of Learning 
Health Sciences and one of the most vocal advocates of a na-
tional-scale learning health system. “Each of these is a valuable 
experiment when you view the large-scale picture of how we are 
going to do this for the whole country. We have these experi-
ments busting out all over the place,” he adds. “Complementary 
to those networks are places like Intermountain, Kaiser and 
others that have become mature learning systems within the 

Chuck Friedman, Ph.D.

Bruce Eckert
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TAKING CONSUMER-GENERATED HEALTH DATA 
TO THE NEXT LEVEL

There is enormous potential for wearable technology to help providers to track 
and care for high-cost patient populations. But are the devices being used to 

the best of their capabilities? BY RAJIV LEVENTHAL

health data (PGHD), an emerging concept that was covered in 
last year’s Top 10 Tech Trends, but has since evolved as an in-
crease in chronic diseases (according to a Pew Foundation sur-
vey, 45 percent of U.S. adults are dealing with at least one chron-
ic condition). The high cost of managing such diseases has led 
many to turn to a technological solution to ease the burden on 
healthcare professionals, and provide useful tools to the elderly 
and chronically ill.

Analysts predict that the wearables market will grow tenfold 
to $50 billion over the next three to five years. So undoubtedly, 
putting personal devices in the hands of patients has begun 
to change the way patients and physicians communicate with 
each other. But while much of the focus has been on the Fitbits, 

Most people associate healthcare with the care you 
receive when you’re inside the four walls of a physi-
cian practice or hospital. But according to Jay Nagy, 

associate principal of corporate strategy for The Advisory Board 
Company, headquartered in Washington D.C., the 5,000 hours 
between periodic encounters with patients provides an ad-
ditional enormous opportunity to collect data without a face-
to-face visit. “This amount of time refers to when sickness and 
health happen, which is outside the clinical setting, for the most 
part,” says Nagy. “If you’re able to quantify that somehow, it will 
lead to not only better treatment and diagnosis, but ultimately 
better outcomes,” he says.

Thus, we have now entered the world of patient-generated 

“I don’t think it is too early to be thinking about a national 
learning health system,” Hauser says. “We believe the whole 
premise of this is to break down silos so you can rapidly learn 
from the data. So just creating bigger silos wouldn’t help. We are 
behind the idea of a national learning health system.”

Although a learning health system is a relatively new con-
cept, it is seen as the Holy Grail of healthcare analytics, says 
Bruce Eckert, national practice director, strategic advisory, for 
the Weymouth, Mass.-based Beacon Partners consulting firm. 
“It is great that we are automating processes inside organiza-
tions, but ultimately the big win is leveraging that data to im-
prove our clinical performance.”

Eckert says there are many challenges to making this work. 
“There are all kinds of data mismatch problems. The big one is 
the patient-matching problem, which has yet to be solved in 
many settings, including this one,” he notes.

Other problems involve the nuts and bolts of data exchange 
and analytics, making sure people are using the same ontolo-
gies, code sets and definitions. “Then you get into workflow and 
practices in the organizations. Are their standards of data col-
lection the same? As we get into it, we’ll find there are lots of 
questions and issues about the ability to compare data across 
health systems,” Eckert says; but the learning health system 
movement will continue to drive standardization in these ar-
eas, he added, so it is easier to compare data.

Trend: Consumer Tech

Eckert adds that he would like to see the learning network 
effort linking with the all-payer claims database effort—that 
might go a long way toward solving some of these issues.

Another concern is the business model around learning 
health systems. We may see the same sustainability issues 
we have had with HIEs, he said. “It takes a lot of resources to 
do this at the local level and aggregated level. The question 
is: What is the business?  Why should health systems invest 
scarce dollars in a learning health network? There are mission-
driven reasons for participating and some competitive pres-
sures to not do it. “That is not going to be resolved overnight,” 
Eckert says.

By establishing a Department of Learning Health Systems, 
the University of Michigan has made its service mission to 
help health systems become learning systems. It is setting up 
initiatives in its own health system initially focused on diabe-
tes care to help UM Health within its boundaries, says Fried-
man, who is also helping the state of Michigan organize as a 
learning health state. “There are compelling reasons for all the 
healthcare entities in one state to form a learning organiza-
tion,” he says. The nonprofit Center for Healthcare Research 
and Transformation is facilitating a project called Learning 
Health for Michigan. More than 100 stakeholders came to an 
initial meeting. “This concept,” Friedman concludes, “may fi-
nally be what gets us all on the same page.”
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Jawbones and Apples—the last of which recently 
introduced its HealthKit, serving as an iPhone 
dashboard for consumer health and medical 
apps—Nick Reddy, senior vice president of infor-
mation system investments at the Dallas-based 
Baylor Scott & White Health, says that the preven-
tion side is where the clinically-relevant things 
are happening, compared to just the 10 steps 
that are tracked by a wearable device. “We want 
to spin business intelligence and analytics on it,” 
Reddy says. “If you’re a diabetic and you haven’t 
been walking your steps or taking your morphine, 
let’s flag you so your case manager can intervene. 
That’s where our roadmap is taking us,” he says, 
referring to the Baylor Scott & White Quality Alli-
ance (BSWQA), a 3,700 physician-strong network 
that is one of the largest accountable care organi-
zations (ACOs) in the country.

Joy Ku, Ph.D., research technical manager, labs 
and programs at the Stanford University School 
of Medicine in Palo Alto, Calif., agrees with Reddy, 
noting that there is a disconnect between what 
wearables are being used for and what they could 
be used for. Right now, if someone with a cerebral 
palsy, for example, comes into the Stanford lab, 
there is a motion capture system that puts re-
flective markers on his or her body as the patient 
performs different quantitative movements that 
are captured and fed into a computer program, 
Ku explains.  This process in a lab can be very ex-
pensive and it only provides a one-time snapshot 
rather than getting the patient in his or her natu-
ral environment.

Thanks to a grant from the National Institutes 
of Health (NIH), Stanford University has a new lab designed to 
pull measurable and meaningful data from wearable devices. 
“A wearable sensor could change the way these diagnostics are 
done,” says Ku. “It’s inexpensive and people won’t find it to be 
much of a hassle. A lab-grade type of a wearable sensor would 
let you bring the patient in and see what kind of data there is. 
Is a patient more at risk for developing osteoarthritis, for exam-
ple? And you can do this across populations,” Ku says.

According to Ku, the traditional way to study the impact of 
wearable devices would be to try out your idea with a healthy 
population, and if that’s successful, conduct the clinical trial, 
and then recruit the targeted patient population. But with 
Stanford’s mobilized center, researchers are flipping that idea 
around. “We’re saying, okay, there is all of this data out there be-
ing collected already from the Fitbits [and others]. The question 

is, if we gather all of that together, and do studies 
with low-fidelity type data from the wearables 
combined with the high-fidelity data from the 
lab and understand that relationship, can you 
say anything clinically from that data? And that’s 
certainly possible,” says Ku. 

BEYOND THE TECHNOLOGY 
For wearables to take the next leap forward, 
Reddy says that those who will be successful in 
this space will not focus on the “nerdiness” of the 
devices, but instead, the outcomes. “Americans 
aren’t healthy because we have all these toys. It 
makes us conscious, but consciousness doesn’t 
improve outcomes. And healthcare costs aren’t 
going down because we can track calories on our 
iPhones,” Reddy says.

Reddy uses a diabetic patient as an example 
of applying the technology to change behavior 
and outcomes rather than focusing on glorify-
ing the device, noting that if the patient’s blood 
glucose levels were above 100 mg/dl for 10 con-
secutive days, it would be time for a doctor’s vis-
it. “I want to push towards interventions rather 
than just look at the sexy glucometer and say, 
‘We’re connected.’ This is what I call our ubiq-
uitous transparency initiative, under our digital 
patient experience,” he says.

To this end, Matthew Diamond, M.D., Ph.D., 
medical lead at Misfit, a Burlingame, Calif.-based 
wearables manufacturer, says that there are dif-
ferent ways to determine the value of these de-
vices, but a key step in the process is to learn 
about the user. Speaking at the New York eHealth 

Collaborative’s (NYeC) 2014 Digital Health Conference on Nov. 
17, Diamond said that personal interventions that support the 
user must be put in place. “If you get a message Monday night 
that says your calendar is full tomorrow and you won’t have 
time to exercise, the device—knowing you have a bike—will 
tell you to bike to work,” he says. Going a step further, Diamond 
even suggested that it could tell you to lay your clothes out the 
night before so you will have time to cycle.

“Right now, wearable devices aren’t passing the ‘turnaround 
test,’ which is, ‘If I leave home without this thing, will I turn 
around to get it?’” Diamond continued. “Cell phones pass this 
test, and we want that to be the standard for wearables as 
well. In an ideal world, wearables will become invisible—you 
shouldn’t have to work to use them. It’s not just a device; it’s a 
system of support that comes with it.”
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Trend: Transitions of Care

CLOSING THE GAPS IN PATIENT CARE
Federal mandates are pushing providers to follow patients along the care 

continuum, but it will take more than just meeting measures to keep patients 
out of the hospital  by rajiv levenThal

tion may not have been sent, and if it were, in 
many cases would have been faxed or placed 
in a paper file that would be transported to 
the doctor on the other end in a much less 
timely manner. But today, through a national 
Direct Trust framework, the information is 
exchanged information electronically through 
secure, encrypted emails, Wallin says.

CLOSING THE GAPS
For many other health systems, the transition 
of care challenge has been much greater, and 
both vendors and policymakers have been 
working to close the gaps mentioned in the 
Health Affairs study. To this end, Naomi Levin-
thal, consultant, research and insights at The 
Advisory Board Company (Washington, D.C.), 
points out that since two of the three TOC 
Stage 2 measures require CEHRT, the Centers 
for Medicare & Medicaid Services (CMS) has 
provided some recent relief as of September 
2014. “CMS said that as it was gauging folks’ 
readiness for Stage 2, it was finding that peo-
ple were unable to get their hands on the cer-
tified upgrade that everyone needed to be up 
and running on in 2014,” says Levinthal, who 
spends all nearly all of her time in the mean-

ingful use arena. “For some providers, their vendors weren’t 
certified in the first place for this new criteria that they need-
ed to satisfy; others couldn’t get the technology fully imple-
mented,” she explains. As such, CMS has said that if you find 
yourself in one of those buckets, it will let you roll back the 
clock and report on earlier versions of meaningful use mea-
sures and objectives from Stage 1 even if you’re supposed to 
be in Stage 2 in 2014.

Regarding vendors, Levinthal says that what is required 
to be built into these systems is pretty rudimentary, but as 
the industry moves towards Stage 3, that could change. “For 
example, I don’t have to prove that you looked at the sum-
mary of care record if I’m the hospital sending it out to the 

The movement of a patient from one set-
ting of care to another—and the elec-
tronic documentation of that move-

ment—is vital in accurately being able to tell 
the patient’s entire story, but has also become 
an area that providers have struggled with in 
terms of meeting the transitions of care (TOC) 
mandate for Stage 2 of meaningful use.

 A study published last year in Health Affairs 
that looked at the adoption of electronic health 
record (EHR) systems in hospitals since the en-
actment of the Health Information Technology 
for Economic and Clinical Health (HITECH) 
Act found this measure to be a major pain 
point for healthcare organizations trying to at-
test to Stage 2. Researchers came to the conclu-
sion that “Functions related to electronic data 
exchange, both with other providers and with 
patients (in particular, providing summaries of 
care during transitions and giving patients the 
ability to view online, download, and transmit 
their health information) are critical gaps.”

While the transitions of care objective in 
Stage 1 is optional, the Stage 2 requirement 
includes three measures, two of which rely 
solely on the use of Certified EHR Technology 
(CEHRT) to electronically transmit summary 
care records for transitions of care and referrals. These TOC 
summaries are provided each time the patient moves along 
the care continuum.

There certainly are health systems that have met this mea-
sure with varying degrees of ease. In Columbus, Ohio, for 
example, Mount Carmel Health System became one of the 
first 30 eligible hospitals to attest to Stage 2 last July. Mount 
Carmel met the TOC requirement of the program by using 
CliniSync—the health information exchange (HIE) in Ohio—
to assist the health system with the ability to send and re-
ceive transitions of care documents with other treating pro-
viders, says Jay Wallin, M.D., chief clinical information officer 
of Mount Carmel. Historically, this kind of health informa-

Naomi Levinthal

Marc Berliant, M.D.
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specialist;' she says. "But I think we will see 

some evolution as we move towards Stage 3, 

how we will have to encourage the market to 

be more actionable with information that is 

ported from one source to the next:' Levinthal 

thinks that, based on the Health IT Policy Com

mittee's recommendations, some sense of this 

actionability will be required in Stage 3, includ

ing alerts, notifications, and proof that one pro

vider looked at what another provider sent him 

or her. 

MORE THAN JUST A MEASURE 

While the policymakers in D.C. and vendors 

across the country work to help close these gaps, for many 

patient care organizations, transitions of care has become 

about more than just checking something off a list, but in

stead about trying to create a fuller picture of the patient. To 

this end, Michael Elley, vice president and CIO of the 477-bed 

Owensboro Health in Owensboro, Ky., says that continuity of 

care documents (CCDs) help physicians-even ones not on 

Owensboro's Epic system-receive information from other 

physicians that will inform them if a patient had has a lab 

test done, for example, which in turn avoids repeat exams, 

lowering the cost of healthcare. "And if there are levels of care 

that we can't provide, but we can send them to Nashville or 

Louisville, we will do that, and it's to our benefit;' Elley says. 

OUR NUMBER OF PATIENTS SEEN 
WITHIN TWO DAYS POST-DISCHARGE 
IS 45 PERCENT, BUT THERE ARE 
REASONS WHY THAT NUMBER 
WILL NEVER BE 100 PERCENT, NOR 
SHOULD IT BE. BUT IT'S BEnER 
THAN IT WAS, WHICH WAS PROBABLY 
ZERO. 
-MARC BERLIANT, M.D. 

What's more, in a broader context, transitions of care 

ties into readmissions, an area that most hospitals need to 

improve on (a recent Kaiser Health News report found that, 

based on a study of Medicare data, 2,610 U.S. hospitals, or 

fully three-quarters of those subject to the program, are be-

>-

ing penalized for having too many patients 

return within a month for additional care). 

Traditionally, efforts to reduce avoidable re

admissions have focused on hospitals, but it 

is becoming clear that many factors along the 

care continuum influence readmissions, as 

statistics find that 42 percent of patients in 

the acute care setting end up in some sort of a 

post-acute care setting. 

Three years ago, at the University of Roch

ester Medical Center (URMC) in Rochester, 

N.Y., leaders at the healthcare organization 

realized that medical groups were working in 

silos when it came to readmissions strategies, 

says Marc Berliant, M.D., associate chair for clinical affairs in 

the department of medicine at URMC. Eventually, all of the 

groups were put together, and a program called "Safe Transi

tions" was formed, designed to reduce hospital readmissions 

and foster improved communication among care teams, pa

tients and primary care physicians. 

The program was based on three essential principles, Ber

liant explains: medication reconciliation at the time of ad

mission, time of discharge, and at time of arrival at primary 

care provider's office; refined discharge summaries; and fol

lowing up post-discharge. Berliant admits that it's difficult 

to see if these specific elements have moved the needle on 

readmissions, however. "Our number of patients seen within 

two days post-discharge is 45 percent, but there are reasons 

why that number will never be 100 percent, nor should it be. 

But it's better than it was, which was probably zero;· Berliant 

says. 

The idea is that following the patient along the care con

tinuum will lead to lowered readmissions, and thus healthier 

patients and lower costs. This is why, according to Levinthal, 

it's important to not let meaningful use become too "check

listy;' which it is for too many organizations right now. "I 

think that people are still trying to think about that end 

game;· she says. "We don' t know when [this program] will 

sunset, but nobody wins in meaningful use if you don't figure 

out ways to make it more meaningful to you and the patient:' 
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Trend: IT Governance

CLINICAL INFORMATICISTS 2.0: TIME FOR SENIOR 
CLINICAL IT LEADERS TO STEP UP THEIR GAME

What will senior clinical informaticists need going forward? Rock-solid skills 
and big-picture understandings and leadership capabilities, 

that’s for certain  BY MARK HAGLAND

have been about implementation the past five 
years, getting the infrastructure into place. And 
we’re not done, but we’re well down the road.” 
But now, he notes, the CMIO role “is starting to 
converge with the roles of the chief quality offi-
cer or chief medical officer, roles that are about 
performance management, about envisioning a 
better future and achieving better performance, 
including around concepts of the Triple Aim.” As 
a result, he says, what has been framed as the 
CMIO role has begun to “morph and migrate” 
into roles around strategy and performance 
management. “In some cases, CMIOs are be-
coming CIOs,” he notes. “In other cases, they’re 
creating new roles, like that of the chief health 
information officer.” Nor is the CHIO going to be 
limited to working with physicians, he empha-
sizes. Some senior nurse informaticists will also 
inevitably rise into CHIO roles, he says.

Brian Patty, M.D., vice president and CMIO at 
the Health East Health System in St. Paul, Minn., 
is definitely seeing the shifts in dynamics, and he 
believes that current CMIOs are totally caught 
up in the changes taking place. “You really end 
up being the catalyst or glue across the whole 

organization,” he says. “A lot of patient care organizations are 
heavily siloed. Now that modern EHRs truly cross the continu-
um of care, oftentimes, what I’m finding is that the CMIOs are 
driving the conversation around how their organizations can 
connect enterprise-wide, not just through the EHR, but via our 
workflows, how we engage patients, and through processes, 
and so on.” In other words, there’s no question about the fact 
that senior clinical informaticists in patient care organizations 
nationwide are going to need to step up their game.

At the Falls Church, Va.-based Inova Health, Ryan Bosch, 
M.D., the organization’s vice president and CMIO, and Patricia 
Mook, R.N., M.S.N., its CNIO, are wading through heavy waters 
there as they help lead their organization into and through 

Alright, can we just come out and say it? 
Picking out a so-called “tech-head” doc 
and designating her or him as the new 

CMIO at your organization is just so last centu-
ry. Really.  Because, while such an ad hoc tactic, 
used to help move a first electronic health record 
(EHR) implementation forward, might have been 
acceptable in a community hospital 15 years ago, 
the reality is that the emerging healthcare system 
is increasingly demanding the emergence of a 
new generation of clinical informaticists willing 
to take on a dizzying range of new roles and re-
sponsibilities, particularly as new titles like chief 
health information officer, chief clinical informa-
tion officer, and chief clinical transformation of-
ficer, emerge.

The demand will only continue to intensify for 
clinical informaticists able to help their organiza-
tions lead true clinical transformation, leverage 
IT and analytics for population health and ac-
countable care organization (ACO) development, 
and satisfy demands for value-based care deliv-
ery, readmissions reduction, and other initiatives 
coming out of both federal healthcare reform 
processes and demands U.S. healthcare system-
wide by purchasers and payers for increased value for expen-
diture, as well as from newly energized healthcare consumers.

What kinds of people will be needed? Individuals with solid 
clinical (medical, nursing, pharmacy, etc.) backgrounds, as well 
as interest, ability, and familiarity with informatics and IT, plus 
a (very solid) dose of leadership ability, who are systems think-
ers and ready to help bring together all the diverse stakeholders 
around the transformational-change table. And yes, we’ve got 
shortages.

David Levin, M.D., who was CMIO at the Cleveland Clinic 
Health organization from 2011 through 2014, and is now con-
sulting as founder and partner in Amati Health, a Suffolk, Va.-
based consulting firm, says this: “We as a healthcare system 

Brian Patty, M.D.

George Reynolds, M.D.
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ACO and population health development in a rapidly changing 
metro market. Helping to lead hundreds of colleagues in con-
tinuous change at their five-hospital, 16,000-employee health 
system, they fully embrace the “clinical informaticists 2.0” con-
cept; indeed, Bosch says he believes he was among the earliest 
clinical informaticists to use the phrase in public presentations.  
In any case, Bosch and Mook are living the challenges and the 
opportunities, and they agree that they and their fellow CMIOs 
and CNIOs are going to need to ramp up their capabilities to 
unprecedented levels.

Senior clinical informaticists are going to need to “under-
stand workflow, understand business process redesign and to-
tal quality management, in the Lean sense of the term,” Bosch 
emphasizes. And Mook says, while “You need that baseline 
knowledge of clinical care and some informatics, Ryan hit the 
nail on the head,” she says: “you have to understand the needs of 
operations, including the business side of the organization, and 
be able to marry the business and clinical sides.”

And working with data at a deeper level, emphasizes George 
Reynolds, M.D., CIO and CMIO of Children’s Hospital Medical 
Center in Omaha. “The informaticists 1.0 model was about the 
collection o data, getting people to adopt the EHR and use it 

and fine-tune it,” says Reynolds. “2.0 is about how you present 
data. We’re talking about interoperability, so that people can get 
information from all sorts of different places; and we’re talking 
about the need to better present data. There’s a whole piece here 
around data visualization and the psychology of data presenta-
tion that we’ve just begun to scratch the surface on, in order to 
support population health and quality improvement.”

Summarizing the thoughts of the other clinician informati-
cists leaders interviewed for this article, Scott Weingarten, 
M.D., M.P.H., senior vice president and chief clinical transfor-
mation officer at Cedars-Sinai Health System in Los Angeles, 
puts it this way: “You know how Lance Armstrong wrote a 
book titled, “It’s Not About the Bike”? Well, I don’t think this 
is about the computer; it’s really about the patient care and 
business needs of the organization; and the technology is an 
enabler to help achieve the clinical and financial goals. So I 
think the clinical informatics leader of the future will under-
stand healthcare delivery quite well, and patient care, and the 
changes from fee-for-volume to fee-for-value, will understand 
risk-based payment and accountable care, and will view tech-
nology as an enabler to achieve those goals; to me, that’s clini-
cal informatics 2.0.”

Trend: HIE Sustainability

SURVIVOR-EDITION HIE: CAN STATEWIDE HIES 
ACHIEVE SUSTAINABILITY?

The answer is a qualified ‘yes’—but, say those in the know, it will take business 
realism and a strong dose of ingenuity BY MARK HAGLAND

all, clever strategy. Their biggest secret? Providing stakehold-
ers with services they will pay for, particularly in the areas of 
alerting providers and payers to patient events like emergency 
department (ED) visits and inpatient admissions.

Four statewide HIEs are among those setting an example for 
their peers in other states: those in Maine, Michigan, Colora-
do, and Ohio. In Ohio, the Columbus-based Ohio Health Infor-
mation Partnership (OHIP) runs CliniSync, Ohio’s statewide 
health information exchange. OHIP, established as the region-
al extension center (REC) for its region, is set up as a privately 
run 501c3 organization, but is Ohio’s state-designated entity, 
explains Dan Paoletti, CEO of OHIP.

Part of OHIP’s success lies in how it was created, Paoletti 
says. “We were created in the late summer of 2009 by the ad-
ministration at that time,” he explains. “We spent the first 

Can health information exchanges (HIEs) survive the 
present moment? The question might seem overly 
simplistic, but the reality, as knowledgeable observers 

note, is that broad-based, and particularly statewide, HIEs are 
indeed failing or faltering across the country. Indeed, many 
public and semi-public statewide HIEs are struggling these 
days, in the wake of the dwindling of federal and state grants 
to support them. What are industry observers seeing? Largely 
this: that many of the statewide and regional HIEs created with 
wonderfully high-minded intent, but without a hardheaded 
business focus on long-term sustainability, are finding it dif-
ficult to make ends meet as the grant money begins to wither.

At the same time, a small number of statewide HIEs are 
moving forward strongly, buttressed by broad stakeholder 
support, state government-level policy directives, and above 
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two years planning, developing, and getting the 
technology in place. In other words, we spent 
a good two years at a very low budget cycle, 
with only a couple of employees, trying to get 
everything arranged. We really started our 
implementations in 2011, and our first hospital 
went live in December 2011.” Now, he notes, 143 
hospitals across Ohio—all but about 20 in the 
state—are working with CliniSync, and 73 have 
gone live in data-sharing. What’s more, 600 
practices representing over 3,000 physicians 
not already connected to CliniSync via their 
participating hospitals, are also participating.

Three elements in particular have helped 
OHIP to thrive: providing results delivery, Di-
rect messaging for clinicians, and enabling 
the sharing of continuity of care documents 
(CCDs). “Results delivery is important, even 
though it’s very basic,” Paoletti says. “But you’re 
talking about potentially $60,000 to $100,000 
per primary care physician in ancillary rev-
enue, and that’s money that is up for grabs or 
moving. And us being a delivery mechanism for 
the community hospitals not only saves them 
money, but allows them to grow their ancil-
lary services.” Indeed, OHIP is now racking up 
between 1 and 2 million transactions a month 
solely through results exchange.

 A similar story is playing out in Michigan, 
where Great Lakes HealthConnect—the result 
of a July 2014 merger between Michigan Health-
Connect (based in Grand Rapids) and Great 
Lakes Health Information Exchange (based in 
Lansing)—has created a nearly-statewide ex-
change across that state. There, according to 
Doug Dietzman, the organization’s executive 
director, “What’s been driving our business the 
most has been meaningful use requirements—so, immuni-
zation data-sharing, reportable labs, and syndromic surveil-
lance; and we’re a HISP for folks who need a HIS for Direct as 
well,” he reports.

As Dietzman puts it, “Operating on a private model as we 
do, you have to build a business, just like anybody else does. 
You have to sell services and solutions that people will pay for, 
and if you can’t, you’ll be out of business just like anybody else 
who doesn’t.” Thus, as has OHIP, Michigan HealthConnect has 
found a path to sustainability through the provision of servic-
es that subscribers will willingly pay for.

The same is true at HealthInfoNet, where ex-
ecutive director Devore Culver is able to boast 
that his organization is providing leading-edge 
support to providers. “We have a set of tools in 
the field that is dynamic—the data being used 
is a day old, driven by clinical and event data,” 
he notes, “and is predicting things like who will 
show up in the emergency department. Who’s 
going to get readmitted in the next 30 days? 
That runs while the patient is in the bed.”

Meanwhile, in Colorado, CORHIO, a Denver-
based statewide HIE, is not only working with 
that state’s Medicaid office on ADT alerting, 
as Brian Braun, CORHIO’s chief financial and 
strategy officer; it has also contracted with two 
large health plans, Anthem, and Kaiser Perma-
nente, to alert them when plan members are 
having ED visits or admitted to hospitals.

A small number of HIEs are also attracting 
smaller physician practices as subscribers, as is 
Greater Houston HealthConnect, reports CTO 
Phil Beckett. The secret? Providing them with 
very timely data and information they really 
need on current patients, Beckett says.

Greg McGovern, a director at the Pitts-
burgh-based Aspen Advisors consulting firm, 
and a former health system CTO, notes that 
while enterprise HIEs—private HIEs estab-
lished by individual hospital and health sys-
tem organizations—are mostly doing fine, 
because their raison d’être is built into their 
function, “When states provide something, 
if all that they offer is a way to get stuff from 
point A to point B, that’s not very useful, be-
cause most organizations are able to do that 
through their EHRs. But if you’re going to offer 
other services, or direct functionality to long-

term care services, for the transmission of continuity of care 
documents, for example—people will pay for those kinds of 
things.” He agrees completely that the statewide HIEs doing 
well now have figured that out, and cites CliniSync as a par-
ticularly successful example.

In the end, all those interviewed for this article agree: state-
wide and regional HIEs can survive—and even thrive—but it’s 
going to take considerable business sense and a good dose of 
ingenuity, to do so, going forward. Time, everyone agrees, to 
stop thinking castles in the air, and instead, think boots (data) 
on the ground, instead.
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Trend: Mobile Physician

MAKING DOCTORS MOBILE: 
ZEROING IN ON CLINICAL WORKFLOW

Health systems seek ‘purposeful embrace of mobility’ by david raThs

than one option.) And a surprisingly high 17 
percent reported using mobile and portable 
devices exclusively to use their systems. 

For John Salmon, senior director of the EMR 
Group at the University of Pennsylvania Health 
System in Philadelphia, mobile vs. desktop is 
not really an either/or situation. “We seek to 
understand which environment and which 
context a mobile app may be most helpful in 
vs. when you need a keyboard and full screen,” 
he says. Penn Medicine is seeing increasing 
uptake of mobile apps. For the Epic users in 
the ambulatory environment, they are regis-

tering 3,500 mobile log-ins a month and 300 distinct users 
out of 1,800 physicians. “Epic has done a good job of under-
standing where mobile is most helpful to clinicians,” Salmon 
saids, adding that Penn Medicine has not yet implemented 
order entry on mobile devices.

Elsewhere, Penn Medicine’s thinking about mobile tools 
has evolved, says Glenn Fala, senior director of software de-
velopment. Of the 75 applications developed in-house, about 
10 percent are mobile apps. “As more users shift to mobile, 
we try to present a subset of the data in a mobile app. And 
anything we start new these days, we are thinking immedi-
ately of the mobile part of it.” The app can be built once and 
run on desktop or mobile. “We realize certain user stories 
that are mobile ones,” Fala says. “They only need to do certain 
things on the phone. We focus on the use and that tells us 
what to build.”

Penn Medicine is working on several mobile solutions. 
In an internal study, researchers found clinicians spending 
too much time on administrative tasks and communicating. 
“They were having the same conversation with 10 people, but 
not at the same time,” says Neha Patel, M.D., director of qual-
ity in the section of hospital medicine at the Hospital of the 
University of Pennsylvania. “That led us to pilot secure mes-
saging for group exchange throughout the day in real time 
that allows for closed-loop communication.” In May 2013, the 
hospital started using an application called Cureatr. Anec-
dotally, residents are saying that its use saves them one to 

Donald Plumley, M.D., a pediatric sur-
geon at Arnold Palmer Hospital for 
Children in Central Florida, recently 

wrote a moving firsthand blog account of how 
access to medical images on his mobile device 
helped save a life. A regional medical center 
needed immediate expertise with a newborn 
patient with an abnormal X-ray. Plumley was 
taking a personal day off, but because his Level 
1 pediatric trauma center had joined a cloud-
based image-sharing network, from his car 
he was able to pull over to the side of the road 
and use his iPad to look at a scan and diagnose 
a condition that needed emergency surgery, which ended up 
saving the child’s life. “Cloud-based image-sharing is not only 
revolutionary, it’s life-saving,” he wrote.

Although that type of story is becoming more common, 
for several years the hype about mobile tools has been run-
ning a little ahead of their actual utility in clinical practice. 
Too often, doctors have gotten excited about the idea of 
viewing results on their iPads, only to have to seek out a PC 
with a keyboard in order to enter orders. But in 2015, with 
the increasing maturity of devices and software, some orga-
nizations are starting to refine what mobile means to their 
clinicians by closely studying the impact on workflow. Also, 
advances in mobile solutions targeting healthcare are start-
ing to eliminate communications inefficiencies. A recent 
PwC Health Research Institute survey found that 79 percent 
of physicians believe using mobile devices can help clini-
cians better coordinate care.

“Many healthcare organizations have embraced mobil-
ity for the sake of leveraging mobility,” says Rasu Shrestha, 
M.D., chief innovation officer for the University of Pittsburgh 
Medical Center (UPMC) health system in Pittsburgh. “But we 
don’t believe in just doing mobility to put a checkmark on a 
requirement list. Yes, we have done mobility, but it has to be 
a very purposeful embrace of mobility.”

A 2014 survey of nearly 600 clinicians by research firm 
Software Advice found that 35 percent use tablets and 20 
percent use smartphones (respondents could choose more 

Rasu Shrestha, M.D.
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three hours a day, and nurses about an hour, Patel says. 

"It not only saves a lot of time, it improves the quality of 

care;· says Subha Airan-Javia, M.D., assistant professor of 

clinical medicine and director of internal medicine residen

cy EMR and health IT training at Penn Medicine. "Everyone 

involved in the patient's care gets the same text. As soon as 

anybody gets information, everyone is on the same page 

working toward the same thing. It has made better or earlier 

discharge possible:· 

Dr. Airan-Javia also has helped Penn Medicine software de

velopers create an app called Connexus that aggregates data 

from five siloed applications for a comprehensive view of the 

patient. "It was designed to match how the clinicians want 

to see the data and to integrate data doctors and nurses 

get separately;· she says. Getting all that data to fit a phone 

format was a design challenge. "We put aside assumptions 

about the display and focused on the user stories we are try

ing to address. We threw out a lot of assumptions about how 

it should look, and all of us have been pleasantly surprised:' 

MANY HEALTHCARE ORGANIZATIONS 

HAVE EMBRACED MOBILITY FOR THE 

SAKE OF LEVERAGING MOBILITY. BUT 

WE DON'T BELIEVE IN JUST DOING 

MOBILITY TO PUT A CHECKMARK ON 

A REQUIREMENT LIST. YES, WE HAVE 

DONE MOBILITY, BUT IT HAS TO BE A 

VERY PURPOSEFUL EMBRACE OF 

MOBILITY. -RASU SHRESTHA, M.D. 

UPMC has done something similar with a homegrown ap

plication called Convergence, a tablet-based platform that 

extracts patient data from a variety of clinical information 

systems and presents it in a visually compelling way. UPMC is 

rolling out 2,000 Surface tablets across a wide range of clini

cal scenarios. "The challenge is that you have these legacy 

solutions that don't talk to each other;· Shrestha says. "But 

if you create a mobile app on iOS, you are almost distanc

ing yourself from the investments you've made in these leg

acy solutions:· He said UPMC initially created Convergence 

on an iPad. "The visual layer was fantastic. But when you 

needed to take action, such as placing an order it essentially 

became useless;· he says. You had to put it down and find a 

Windows desktop to log in to Cerner or Epic, a process that 

28 January/February 2015 • www.healthcare-informatics.com 

>-

was very labor-intensive and disconnected. "But when Win

dows came out with Windows 8, we saw a great opportunity 

to connect past, present and future:· The past is the legacy 

solutions with valuable data, he explains. The present is the 

touch form factor, with intelligent visualization; the future 

will be moving Convergence into the clinical care pathways 

where health care reform is going, such as utilization appro

priateness and evidence-based guidelines. 

Mobile technology also has a physician engagement com

ponent. A few years ago Rockdale Medical Center, a 138-bed 

acute care hospital near Atlanta, held a physician engage

ment group around IT. "We found that many of them wanted 

to have greater access to mobile technology;· says Lisa Gil

lespie, M.D., chief medical officer. "Also, as you seek to attract 

new providers, they want to know what you are doing with 

technology. We wanted to make it easier for them to use their 

own devices, so they don't have to learn anything new:· 

Rockdale has been rolling out a mobile patient monitoring 

technology called AirStrip One that allows obstetricians to 

monitor labor and delivery patients and gives cardiologists 

access to electrocardiograph data on their smartphone or 

tablet. Gillespie says the plan is to expand usage of AirStrip 

technology to critical care teams and hospitalists. Also, EMS 

technicians will soon send cardiologists EKG results on the 

way to the hospital. "The EMS truck can do an EKG and be 

talking to the cardiologist on the phone at the same time;· 

she says. "The cardiologist can decide if the patient needs an 

intervention and activate a team before the patient gets to 

the hospital:' + 
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t a time of continual change in 
the healthcare industry driven 

by an evolution in regulations, 
care delivery, and payment models amid 
rising demand for healthcare services, 
human resources professionals will be 
expected to do more with less.

That’s one conclusion of a survey on 
healthcare HR initiatives released last 
year by the American Society for Health-
care Human Resources Administration 
and HealthcareSource, a talent manage-
ment solutions vendor. According to 
that survey, which polled over 500 HR 
professionals at healthcare organiza-
tions across the U.S., nearly three-quar-
ters of respondents named streamlining 
HR processes as their top initiative for 
reducing costs. Furthermore, inefficient 
systems and inadequate technology 
were cited as among biggest barriers to 
achieving their HR goals.

Almost by definition, automating HR 
processes can help relieve some of these 
pain points. Implementing technology 
can make a difference not just in the bot-
tom line, but also in standardizing pro-
cesses within a provider organization, 
increasing efficiencies and providing 
transparency for employees. To be sure, 
those changes can’t be expected to hap-
pen overnight, and sometimes require 
difficult cultural changes.

Is the effort worth it? What follows is 

Streamlined Staffing:
Taking the Guesswork 
Out of Labor Allocation
In an industry where staffing is crucial to patient care, better agency management 
and automated scheduling provide the best match 
BY JOHN DEGASPARI

the experience of two major health sys-
tems—one to standardize its dealings 
with contingency staffing agencies, and 
the other that is in the early implementa-
tion scheduling software, with the ability 
to predict staffing requirements. 

BON SECOURS SIMPLIFIES 
CONTINGENCY STAFFING
Bon Secours Hampton Roads operates 
three acute-care hospitals, two long-
term care facilities and two assisted liv-
ing facilities in Virginia. It is part of the 
$3.3 billion Bon Secours Health System 
that encompasses facilities in six states. 
Overall, the Bon Secours Health System 

makes use of more than 50 staffing agen-
cies to fill both per diem and long-term 
shifts, including both clinical and non-
clinical positions.

Several years ago, Bon Secours Health 
System decided to address concerns of 
its local health systems around contin-
gency staffing and working with outside 
agencies.  In 2008, it decided to imple-
ment a vendor management system 
(supplied by ShiftWise, Portland, Ore.), 
and piloted the program at the Hampton 
Roads health system.

Helen Anderson, administrative di-
rector of HR at Bon Secours Hampton 
Roads, explains that, at the time, chief 
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nurse executives struggled to track agency hours, and often 
were not certain which agencies the hospital had contracts 
with. “It was not a well-oiled machine. It was dysfunctional, 
paper-intensive and time-intensive. We were frustrated, the 
agencies were frustrated, and it was not a feel-good for any-
one,” she says.

Initially, the solution was implemented for the contingency 
nursing staff, which accounted for 77 percent of the labor job 
type usage, according to Anderson, who coordinated the roll-
out there. Since its initial rollout, the vendor management sys-
tem has been expanded to other areas, including allied clinical 
areas such as radiology.

Anderson says that using an automated vendor manage-
ment system has streamlined the organization’s dealing with 
agencies by standardizing its processes and providing trans-
parency for both the hospitals and the agencies.

For example, Anderson’s team identified an orientation 
packet that it uploaded into the vendor management system, 
which outlined the organization’s code of conduct, expecta-
tions and requirements. These so-called prerequisites, as well 
as a background check, are taken care of before the agency 
person is approved, Anderson says. She adds that the agency 
is aware of hospital’s expectations and takes the responsibility 
of ensuring that the person meets those expectations before 
being placed on a shift.

She notes that this gives a level of comfort to the nursing 
executives, as well as human resources executives, that the 
contingency person hired has met the same expectations as 
regular hospital employees. It has also streamlined the audit-
ing process when the hospital is visited by regulatory agencies. 
Pulling the profile on a contingency employee is simple and 
can be done in minutes on the computer, she says.

One of the most significant advantages of the vendor man-
agement system is that contracting has been standardized, 
Anderson says. The hospital now hires contingency labor only 
through contracted agencies that are entered into the system.

THREE MIGRATIONS OF VENDOR MANAGEMENT
According to Anderson, implementing the vendor manage-
ment system has been an iterative process. She explains that 
the Hampton Roads health system has gone through three 

“migrations,” by which it has streamlined its process of working 
with agencies. During the first phase, it uploaded 14 agencies 
into the system, all of which had signed contracts. “We tried to 
minimize the number of agencies we worked with to have bet-
ter relationships and build better rapport with them and vice-
versa,” she says. This put the agencies on a level playing field: all 
had to meet the same expectations to place an employee.

In the next migration, it identified the three top agencies that 
gave Hampton Roads the most personnel and met certain qual-
ity measures, such as fill rates, time to fill and staff performance. 
Those three agencies were designated “first tier” agencies, and 
were offered a deal that they would be given first preference to 
fill a position, at a slightly reduced hourly rate, which would 
be made up for in volume. “That was beneficial, because they 
continued to give us quality people, the relationships with those 
folks increased, and we knew the types of people we were get-
ting. It was a great win-win,” Anderson says.

The third migration occurred in July of last year, when the de-
cision was made to expand the vendor management system in a 
coordinated way to other local hospitals with in the Bon Secours 
Health System. With that expansion, the vendor management 
system is also being expanded beyond nursing to other employ-
ment categories—allied clinical as well as clerical and financial 
positions. “Basically, any position that we had used an agency for 
in the past, we included across Bon Secours,” she says. “Our agen-
cy numbers that we have loaded in ShiftWise and the agencies 
we have agreements with have dramatically increased.”  (Hamp-
ton Roads remains the only local system, so far, that maintains 
the first tier designation for top agencies, however.)

According to Anderson, automating its vendor management 
process has saved costs for the organization. It has seen gains in 
time and efficiencies by eliminating reliance on phone use to fill 
slots with contingency employees, as well as by standardizing 
contracts with all agencies. Standardizing the contracts across 
the board for all agencies has also allowed the hospital system 
to focus more on quality measures and performance in conver-
sations with the agencies, she says. She adds that the vendor has 
taken on a significant role in re-negotiating vendor contracts, 
and that the agreed-upon rates were market rates.

Anderson says vendor management system offers the data 
and transparency that has allowed the hospital system to man-
age its labor supply more efficiently. “We are able to get daily, 
by shift, however you want to slice it, reports as to where our 
agency is being utilized, where it is being utilized, and the type 
of agency we are utilizing,” she says. That gives the hospital more 
information to have a dialog with department managers about 
their labor needs and the best ways to fill them, she says.

STAFF ScHEDulING AS culTuRAl SHIFT
Inpatient nursing units are some of the top cost centers at the 

WE TRIED TO MINIMIZE THE NUMBER 
OF  AGENCIES WE WORKED WITH TO 
HAVE BETTER RELATIONSHIPS AND 
BUILD BETTER RAPPORT WITH THEM 
AND VICE-VERSA. —HELEN ANDERSON
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University of Vermont Medical Center in Burlington, according 
to Jan Carroll, administrative director of nursing. That repre-
sents a possible $2 to 3 million opportunity for potential sav-
ings, she says.

That was one of the reasons behind its decision to make staff-
ing and scheduling on the inpatient side of nursing more effi-
cient. Carroll’s team brought in scheduling software (supplied 
by Avantas, Omaha, Neb.), which would improve the hospital’s 
ability to accommodate last-minute staffing changes, includ-
ing the ability to flex up or down according to demand. “It’s a 
tool to minimize variance,” she says. While acknowledging that 
quality patient care is the top priority, “We wanted to make sure 
that we are stewards of our resources, especially as we know 
that the dollars are going to get tighter as the years go on,” Car-
roll says.

The scheduling software has been applied to all inpatient 
units in the hospital, from the ED to the ICU and general med-
surg floors, according to Carroll, and encompasses full-time, 
part-time, and per diem nursing staff as well as agency nurses. 
“We focused on the inpatient nursing units for two reasons: 
That’s where our biggest labor-saving opportunity is, and we 
all, for the most part, abide by the same business rules,” she 
says.

One of the hospital’s goals is to centralize its staff schedul-
ing, so that it can build a pool of nursing professionals that staff 
that it can apply to areas where there is a need due to staff fluc-
tuations and census, she says. Although the hospital has had a 
central staffing office, some department managers have been 
reluctant to use it, because they regard staff scheduling as one 
of their departmental responsibilities.

The reluctance amounts to a cultural issue, Carroll acknowl-
edges. “In any culture old habits die hard, and especially in pa-
tient care, everybody is worried that they are not going to have 
enough staff to take care of the patient,” she says. “Now this is 
more of a system responsibility that they are a part of. That is a 
shift for them.” she says.

The hospital is taking a gradual approach to winning the 
acceptance of the department managers. “It’s just a matter of 
education and helping to bring them along in terms of logic and 
why we need to go this route,” she says. “We are trying to be 
thoughtful in doing this, and setting it up for success.”

Carroll believes that the gradual approach is worthwhile, 
and that it will pay off. In the meantime, the hospital system is 
working with the vendor to improve the predictive accuracy of 
the solution—which is crucial to winning the support of the de-
partment heads. She says that in some departments the model 
works well, and in others it is being tweaked for more accurate 
results.

Improving the predictive accuracy of the system is a process 
that takes some time as more data is incorporated. It was im-

plemented using three years of census data, and the University 
of Vermont Medical Center, working with the vendor, is fine 
tuning it with additional data from the Centers for Disease 
Control and Prevention (CDC), the Google Flu Index, and lo-
cal variables related to the hospital. “We are in the process of 
working that out, and we will get there,” she says.

Carroll believes that the scheduling software will have a 
big impact on workflow improvement. “In the past, managers 
spent a lot of time working on their schedules and doing staff-
ing, as well as completing time cards to reflect what actually 
happened, and it was consuming a lot of their day,” she says. 
“That’s not what they were trained to do; this work does not re-
quire a clinical background.” Automated scheduling can enable 
a move away from the cumbersome process of using spread-
sheets, which are prone to scheduling mistakes, she says. The 
transparency it offers is popular with employees, who can ac-
cess it via the web to view their schedules, as well as for the 
staffing office, which can get an overall view of staffing issues 
throughout the organization at a glance. ◆
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iHT2: I.T. GOVERNANCE PERSPECTIVE

In a wide-ranging keynote presenta-
tion, entitled “A Time to Lead: Re-
engineering Governance to Execute 

Business Strategies,” delivered on Dec. 
11 as part of  the Health IT Summit in 
Houston, sponsored by the Institute 
for Health Technology Transformation, 
or iHT2 (a partner with  Healthcare 
Informatics  under our Vendome Group 
corporate umbrella), Ed Marx, CIO of 
Texas Health Resources (THR), a 14-hos-
pital integrated health system based in 
the Dallas-Ft. Worth suburb of Arlington, 
eschewed the notion of a universal model 
for organizational governance. Instead, 
he stressed a set of broad principles he 
believes CIOs can apply to any healthcare 
organization in order to lead at a time of 
massive change and intensifying pres-
sures in U.S. healthcare.

“What’s the silver bullet for governance? There is no silver 
bullet for governance,” he told his audience flatly. “People talk 
about governance models all the time. When I was in Phila-

delphia, we built a  beautiful  model 
for governance; and it worked there, 
but not in other places. It’s not about 
the specific model,” he said. Instead, 
he stressed, organizations need to 
work from a core set of principles, 
in order to fashion models that work 
for them. He gave an example of 
cultural differences, noting that, “I 
developed a specific strategic plan in 
Cleveland, and had all my VPs sign 
off on it. That was cool in Cleveland. 

At THR, I tried to have my executives sign off on it, and they 
said, ‘What? We don’t do things like that. Just trust our word.’ 
So you’ve ultimately got to work according to principles” that 
can be applied to diverse cultures, he emphasized.

CORE PRINCIPLES, DEFINED
His eight principles: transparency; boldness; trust; co-chairs; 
accountability; excellence; alignment; and escalation.

Transparency comes first, he noted, because everything 
one does as CIO must be above-board, open, and clear to all 
stakeholders. Meanwhile, he said, “You have to be bold in 
your principles. It’s better to be blunt and upfront in your ‘no’ 
than to encourage all sorts of passive-aggressive behavior. 
Passive-aggressive behaviors kill governance.”

As for trust, he asked rhetorically, “Have you built that 
trust in your organization?” Is there a level of trust in one 
another among everyone working in the organization?

Meanwhile, in order to execute and make effective any 
strategy, Marx said, “No matter where I’ve been, I’ve mul-
tiplied the effectiveness of governance tenfold by having 
co-chairs.” The system of governance is so strong these 
days at THR, he noted, and the co-chairs of committees 
and initiatives feel so empowered, that processes are highly 
streamlined.

As for excellence, Marx noted that “If you do your gover-
nance with excellence, it’s going to build trust,” he said.

Another core principle is alignment to strategy, which is 
absolutely key in order to keep processes and activities on 
target in any organization, he added.

The final principle he noted was an interesting one, and 
Marx explained it in some detail. It is the principle of “escala-
tion.” What that means, he said, is that if an individual or 

Eight Essential Principles for 
Governance Success
Texas Health Resources CIO Ed Marx offers a set of eight bedrock principles on 
which to base good IT governance—anywhere  BY MARK HAGLAND

Ed Marx

Continued on page 34
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iHT2: DATA SECURITY UPDATE

Some level of consensus emerged among participants 
in a panel discussion entitled “Data Security in the 
Cloud: Leveraging Accessibility While Managing 

Risk,” the first panel of the day on Dec. 10 at the Health 
IT Summit in Houston, which was held at the Royal 
Sonesta Houston Hotel, and sponsored by the Insti-
tute for Health Technology Transformation, or iHT2 
(since December 2013, iHT2 has been a partner 
organization with Healthcare Informatics under the 
joint umbrella of the Vendome Group, LLC, HCI’s 
parent company).

Panel moderator Nora Belcher, who is the 
executive director at the Texas e-Health Al-
liance (Austin), led discussants through a 
broad range of topics. Participating with her 
were Theresa Meadows, M.S., R.N., senior vice 
president and CIO, Cook Children’s Health Care 
System (Fort Worth, Texas); Ferl Howard, direc-
tor of technology and information security, Trinity 
Mother Frances Hospitals and Clinics (Tyler, Texas); Phil 
Alexander, information security officer, UMC Health Sys-
tem (Lubbock, Texas); David La Brosse, strategic partner 
manager at the Sunnyvale, Calif.-based NetApp; and Doug 
Rufer, regional business manager, at the Rochester, N.Y.-
based Carestream Health.

Given the recent, troubling data breaches at organiza-
tions nationwide, Belcher asked fellow panelists what they 
would tell the public about the security of cloud-based 
computing.

THE CLOUD OFFERS BENEFITS, 
BUT REQUIRES DILIGENCE
“My answer,” said Howard, “is that I don’t treat the cloud any dif-
ferently from how I treat any onsite solution; I require of it the 
same level of audit management, the same security parameters; 
I expect the same capabilities. It can be a secure environment, 
but it’s up to you to make sure that happens.”

Meadows added that “The cloud requires a very diligent 
education process. I would expect that, just as with a physical 
data facility, I could do a walk-through at any time, to test the 
security procedures. When you are selecting a vendor, you need 
to do those things physically,” she emphasized. “We do spend a 
lot of time educating” internal stakeholders about what they’re 
doing, she said. “I’m asked once a week whether we use the 
cloud and should use it; and I say, yes, securely. We use athena-
health, and I don’t think anyone thought of it as cloud-based, 
but as a Web-based solution for us. So it’s an ongoing education 
process for our physicians, staff, and patients.”

“What are the upsides of moving to the cloud?” Belcher 
asked.

“One of the big advantages we see is cost,” said Alexander. 
“We’re talking security, so—you have to be careful not to let 
cost override security, but cost is a huge benefit for us. It’s one 
of the top-tier benefits involved” in cloud-based computing.

Some Consensus on Data Security 
and the Cloud
As providers move more and more into cloud-based computing, strong data 
security and data privacy regimens are possible  BY MARK HAGLAND

THE CLOUD ALLOWS YOU TO 
LEVERAGE MORE OPERATIONAL 
CAPITAL AT A TIME OF CHALLENGES 
WITH EXPENSES, AND THE 
ADVANTAGE IN GOING TO THE CLOUD 
IS THAT YOU BUY ONLY WHAT YOU 
NEED IN TERMS OF SERVICES AND 
CAPABILITY. —FERL HOWARD
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“To dig a little deeper into the cost,” Howard offered, “obvi-
ously, the cloud allows you to leverage more operational capital 
at a time of challenges with expenses, and the advantage in 
going to the cloud is that you buy only what you need in terms 
of services and capability.”

A GENERATIONAL SHIFT TOWARD ACCEPTANCE
La Brosse stated that, “Whether we’re ready or not, the young 
people have no hesitation about jumping into the cloud. I have 
four teenage boys, and they wouldn’t have any question about 
it.” In other words, over time, a generational shift in favor of 
cloud-based computing is inevitable, he said.

“And we’re in an era where people want to bring their own 
devices to the possible,” Belcher noted. “Even though the cloud 
makes that super-possible, there’s a lot of anxiety that I hear. 
What if there’s something bad on that device? What if a device 
takes over your network and you get hacked? So per BYOD 
[bring your own device], how do you handle that?”

Alexander quickly pointed out that “There are a number of apps 
now that are controlled by role. Users can log into the app, and 
there’s nothing on their device, and they can’t screen-shot or add 
anything to the app, so it’s a protected environment,” he noted.

Meadows added that at Cook Children’s, “We work on virtual 
desktops, which is great, because people can’t really mess things 
up. Fundamentally, though,” she said, data security success in 
a cloud-based environment means that “you have to create a 
security plan and stick to it.”

“You need to have a policy,” Alexander emphasized, sharing 
an anecdotal experience that emphasized the need for well-
thought-out, consistent policies across patient care organiza-
tions. “We had a nurse who was in surgery in the OR. She took 
her iPhone out and took a snapshot—did not take a picture 
of the patient’s face, but she showed a photo on Facebook. 
Because the accident involved, with a very bizarre injury, was so 
unique, the family recognized the bone sticking out right way in 
that Facebook photo, so you’ve got to have privacy and security 
policies in place,” in order to manage the full range of privacy 
and security incidents possible, he said.

When it comes to mobile app-facilitated care delivery, La 
Brosse told a story regarding a healthcare situation in his own 
family. “My son had Lyme disease,” he recounted. “And we called 
the pediatrician, and the first thing she said was to take a pic-
ture of the rash. We did that, and emailed it to her. In hindsight,” 
he said, “I wondered, where is that photo today? So you need to 
have some wiggle room to have a Plan B around all this. There’s 
also always the possibility you might experience some amount 
of downtime, and you have to plan for that as well.”

Meadows noted, “With regard to policy development around 
all of this, it’s never a ‘one and done’ situation. The standards 
change, the policies change, the situations change. And the 
hardest thing is to hold people accountable to the process.” ◆

group of individuals feel dissatisfied with a process taking 
place at THR, they can “escalate” their disagreement up to 
higher levels in the organization, namely up to the CEO. “You 
have to create escalation paths” to allow for the resolution of 
serious disagreements over the execution of policy or strat-
egy, he said, but he quickly added that, “I’ve been at THR for 
seven years, four months, and 11 days, and only once has any-
one escalated an issue up to the CEO.”

Cultures are very diverse across U.S. patient care or-
ganizations, Marx stressed, but he emphasized that the 
principles he cited could work anywhere, and do.

Meanwhile, Marx expressed his view that, “In the past, we 
CIOs have been reluctant to lead; we’ve taken a back seat, 
and have been order-takers.” He added, “The post-modern 
CIO is a dichotomy. We all want a seat at the table. Often, 
the IT seat is missing,” he said. “We all want to be at the 
executive table, but we haven’t fulfilled the calling of our 
leadership in terms of technology leadership. My presup-
position is, it’s time to lead. Time to ‘cowboy up,’ as they say 
in Texas, and lead. You have to be a leader, particularly now 
that IT is a strategic asset.”

Marx also noted that, “As post-modern CIOs, we need 
to make sure to build resiliency and not get stuck in our 
ways. Part of the reason IT is so far behind in healthcare 
is that we’ve gotten stuck in our ways.” Following the right 
governance principles, the right strategies, and of course, 
executing excellently, they now have an unprecedented op-
portunity to show leadership at a high, system-wide level, in 
their organizations, he said.

How will CIOs know if their IT governance processes are 
working well? There will be “peace” and “finality” around 
them, Marx said. Peace, meaning, a low level of conflict 
around governance processes. “Finality,” in this way: “It’s 
never perfect,” he said, “but people know they have the op-
portunity to present their case, and the judgment is final. 
No going around and gossiping and engaging in passive-
aggressive behavior” to derail decision-making or the execu-
tion of strategies. “That sense of finality about things is how 
you know you have something decent going on.” ◆

AS POST-MODERN CIOs, WE NEED TO 
MAKE SURE TO BUILD RESILIENCY 
AND NOT GET STUCK IN OUR WAYS. 
PART OF THE REASON IT IS SO FAR 
BEHIND IN HEALTHCARE IS THAT 
WE’VE GOTTEN STUCK IN OUR WAYS. 
—ED MARX 

Continued from page 32
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In recent years, there has been 
a dramatic increase in the abil-
ity of organizations to create and 

analyze large health data sets, 
often referred to as “Big Data.” 
In healthcare, Big Data has cre-
ated many new opportunities 
to improve the quality of care, 
improve treatment of diseases, and 
advance public health. However, the 
analysis of Big Data involves cer-
tain obstacles because Big Data 
typically involves data obtained 
from multiple sources and of 
various types—clinical data 
from health care providers, 
data from government agencies, 
and data from consumers.

While Big Data integrates dif-
ferent types of information from 
different sources, U.S. privacy law 
is sector-specific. It regulates specific types of 
entities (such as health plans and health care providers) and 
provides special protection for certain sensitive information 
(such as HIV or genetic information). Further, the laws differ 
between states. This means that the use and disclosure of Big 
Data in healthcare requires an understanding of the source and 
type of the data, the laws that govern such information, and the 
impact of these laws on data use and disclosure. Although this 
tension between the potential of Big Data and the state- and 
entity-specific legal framework may ultimately prompt a recon-
sideration of the ways in which personal healthcare informa-
tion is protected, this article offers assistance in navigating the 
existing regulatory structure. 

FEDERAL LAWS
At the federal level, the Health Insurance Portability and Ac-
countability Act (HIPAA) governs a broad range of health in-
formation. Protected health information (PHI) includes not 

only clinical information, but also 
demographic and financial informa-

tion about an individual that is 
created or received by a covered 
entity. Although the definition 
of PHI encompasses a broad 
range of identifying informa-
tion regarding an individual’s 
past, present, or future health 
condition, healthcare servic-

es, or payment for services 
(including demographic 

information), HIPAA 
applies only to cov-
ered entities—health 

plans, health care clear-
inghouses, and certain 
healthcare providers that 

engage in standard elec-
tronic transactions—and 

their business associates, i.e., any 
downstream subcontractors that pro-

vide financial, administrative, data transmission and certain 
other services for or on behalf of covered entities. Organiza-
tions that store or transmit PHI such as electronic health record 
(EHR) vendors and health information exchanges (HIEs) are all 
considered business associates under these regulations, and a 
covered entity may also act as a business associate of another 
covered entity.

HIPAA prohibits the use or disclosure of PHI without 
individual authorization other than for treatment, payment, 
and healthcare operations and for certain limited purposes 
as defined in the Privacy Rule. For example, uses of PHI for 
research or marketing require individual authorization. Not all 
health information held by a covered entity is subject to HIPAA. 
For example, HIPAA does not govern the health information in 
education records (such as records from school health clinics) 
or employment records held by a covered entity in its role as 
employer (such as records related to sick leave, or records gen-

Federal and State Privacy Laws:
Strategies for Analysis of Big Data in 
Healthcare
Access to big data means complying with federal as well as multiple state privacy 
laws. A legal expert offers advice for meeting existing legal requirements at both 
levels by m. LEEAnn hAbtE
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erated in an on-site health clinic). HIPAA also does not govern 
health information gathered directly from consumers, such as 
information gathered through online applications. In addition, 
other records are specifically protected under other federal 
laws. For example, the federal Confidentiality of Alcohol and 
Drug Abuse Patient Records law protects patient records that 
are maintained by, or in connection with, a federally-assisted 
drug or alcohol program. 

STRATEGIES FOR USE OF BIG DATA UNDER HIPAA
To facilitate the analysis of Big Data in compliance with 
HIPAA, several strategies are outlined below:

Internal Analysis for Covered Entities’ Treatment, Payment, or 
Health Care Operations (TPO): A covered entity may analyze 
PHI for its own treatment, payment, and health care opera-
tions and may analyze the PHI of entities with which it has en-
tered into an Organized Health Care Arrangement (OHCA), as 
defined in the Privacy Rule. TPO encompass a broad range of 
analyses, such as those in support of utilization review, quality 
assurance, and business planning.

Creation and Use of Statistically De-Identified Data: Covered 
entities or business associates may de-identify PHI under the 
Privacy Rule and may generally use such de-identified infor-
mation without limitation. There are two methods through 
which PHI may be de-identified under HIPAA: the Safe Harbor 
Method (which requires the removal of 18 identifiers) and 
the Expert Determination Method (which involves a formal 
determination by a qualified expert). The Expert Determina-
tion Method is likely a better alternative to satisfy the de-
identification standard, because it allows for preservation of 
a greater number of data elements and a more robust data set 
than under the Safe Harbor Method.

Creation of Research Databases for Future Research Uses 
of PHI: Although there are several methods for creation of a 
research database under HIPAA authorization, for creation of 
the database and future research, uses should be requested 
from patients or consumers to ensure maximum flexibility for 
future research.

STATE LAWS: CONSIDERATIONS FOR USES OF DATA
Although technology and federal policy is leading to the 
amassing of a growing body of Big Data, state laws are incon-
sistent and can act as barriers to the exchange and analysis 
of health information. Whereas HIPAA establishes a federal 
floor for protection of health data that is consistent across all 
types of health information, it does not preempt contrary state 
laws or regulations that are more stringent than HIPAA with 
respect to the protection of the privacy of health information.  

DATA MAPPING FOR USES OF DATA 
UNDER STATE LAW
State laws generally vary depending on the factors discussed 

below. To address the multiplicity of state law requirements, 
it is essential to map the type of health information, source, 
and proposed uses to ensure compliance with state privacy 
law. Such uses may require a more individualized strategy 
for sensitive data, such as segmentation of certain data ele-
ments or records that contain these data.

Type of Health Information: Almost all states have laws 
related to “specially protected” information, e.g., sensitive 
information such as genetic information, HIV test results, 
substance abuse information, and mental health informa-
tion. Therefore, any analysis of the use of health care data-
bases must begin with the type of information involved.

Source of Data: State laws may apply to certain entities, 
such as healthcare providers or insurers, or may apply to 
health information generally. This means that information 
gathered directly from consumers, medical device compa-
nies, and other entities may not be subject to the same re-
strictions. Therefore, any determination of the applicability 
of state law also depends on the source of the data.

Uses of the Data: Although HIPAA governs the uses and dis-
closures of PHI, many state laws only restrict the disclosures 
of health information. This means that state law restrictions 
may not apply to uses of the data by the entity that created 
the information.

State Law Restrictions: Research uses of the information 
are often subject to separate authorization requirements. 
Additional restrictions may also apply to any uses for 
marketing or related secondary purposes and may require 
separate authorization. Certain states also impose specific 
requirements for valid individual authorizations for the use 
and disclosure of health information. Therefore, organiza-
tions should have some mechanism to track patient authori-
zations for disclosures and uses of health data.

CONCLUSION
In consideration of the complex regulatory scheme govern-
ing the privacy of individually identifiable health informa-
tion, organizations using Big Data in healthcare should map 
the source, type, uses, and legal restrictions of data to iden-
tity potential barriers to proposed uses of data. Advance 
planning for any proposed secondary uses of such data is 
critical, as strategies must be developed to address the seg-
mentation of protected data elements or records, authoriza-
tion/consent, or methods for de-identification of the infor-
mation. ◆

M. Leeann Habte is a senior counsel with Foley & Lardner LLP, where she is 
a member of the Health Care Industry Team.  She is also a Certified Infor-
mation Privacy Professional and a member of the firm’s Privacy, Security, & 
Information Management Practice. A former director at UCLA and the Min-
nesota Department of Health, she has practical experience in developing 
and implementing data privacy and security policies and procedures and 
managing information technology resources.
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Recent statistics say that stroke is the third leading 
cause of death in the U.S.; more than 140,000 people 
die from stroke each year in the country. Undoubt-

edly, it is urgent to seek emergency care at the first sign of a 
stroke, as early treatment saves many lives and reduces the 
effects of stroke.

Often times, however, patients in rural areas don’t have ac-
cess to this much-needed care. Columbus, Ohio is not one of 
those rural areas, but it’s the home of OhioHealth, a 17-hos-
pital health system servicing a 40-county area. Inside the 
health system is the Ohio Health Stroke Network, designed 
to work in the manner of a “hub and spoke” model, which 
connects several smaller spoke hospitals to one or more hub 
hospitals via formal agreements to engage in telemedicine 
consultation. The idea is to maximize efficiency in stroke 
care, while minimizing the need to transfer a stroke patient 
elsewhere for specialized care. In this specific network, there 
are two hospitals or “hubs” in Columbus—Riverside Meth-
odist Hospital and Grant Medical Center—and 19 partner 
hospitals or “spokes.”

When a stroke victim is brought to a partner hospital’s 
emergency department, the emergency medical team 
provides direct treatment on-site, while collaborating with 
OhioHealth’s emergency stroke team, using real-time tech-
nology from a mobile cart, explains Steve Hickenbottom, the 
system business relationship manager at OhioHealth Stroke 
Network. This mobile cart, equipped with a two-way camera 

and audio connection powered by the Alpharetta, Ga.-based 
REACH Health technology, is located in the partner hospi-
tal’s emergency department and connects to OhioHealth’s 
electronic intensive care unit (eICU).

The advanced technology allows OhioHealth stroke 
specialists, who are on-call, to actually see the patient. 
They can evaluate the patient’s condition; view test results; 
confer with the community hospital’s physicians; and help 
determine the correct course of action immediately. After 
initial evaluations and tests are completed, the OhioHealth 
stroke team can help determine whether or not the patient 
should remain at the local hospital or be transferred to an 
OhioHealth certified stroke center, Hickenbottom says.

HOW A TELESTROKE NETWORK CAME ABOUT
In 2009, the concept of a telestroke network emerged in Ohio 
when leaders at OhioHealth began to realize that when a pa-
tient in a remote hospital had the signs or symptoms of a 
stroke, it was necessary that the patient needed to be looked 
at by a stroke neurologist. The neurologist would determine 
if that patient was a candidate for the clot-busting drug tis-
sue plasminogen activator (t-PA) or other procedures that 
could benefit that patient immediately, Hickenbottom ex-
plains.

“The problem was that these smaller hospitals didn’t have 
a neurologist on staff or didn’t have one available 24 hours a 
day,” Hickenbottom says. “So the only option was to put that 
patient in a helicopter and fly him or her to a larger facility 

In Ohio, Optimizing Stroke Care with 
Telemedicine
Inside a large Ohio health system, the OhioHealth Stroke Network uses video 
conferencing and clinical documentation tools to have stroke neurologists on call 
24/7 BY RAJIV LEVENTHAL

OUR STOKE NEUROLOGISTS ALL 
CARRY LAPTOPS WITH 4G CARDS 
EMBEDDED IN THEM SO THEY CAN 
LOG IN FROM ANYWHERE—FROM 
THEIR OFFICE, HOME, THEIR KID’S 
BASKETBALL GAME, OR EVEN 
PULLING OVER ON SIDE OF ROAD. 
WE’VE SEEN ALL OF THESE HAPPEN. 
—STEVE HICKENBOTTOM
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where a neurologist would be available. As we know, time is 
brain and the quicker and sooner we could diagnose and get 
treatment to the patient, the more brain cells we could save,” 
he says.

As such, leaders at the health system started to look at how 
telemedicine could solve this issue. During the early stages 
of this process, they started off by putting together their own 
homegrown system using in-house technology and video con-
ferencing tools that were already in place. But a good mecha-
nism for capturing the clinical information was missing, notes 
Hickenbottom. In 2010, he says, REACH’s clinical documen-
tation tool was put in place, and eventually, the vendor’s 
fully-integrated platform with the clinical documentation 
tool as well as the video conferencing tool was implemented, 
putting everything in one application. “What we had before 
was clunky and difficult for physicians to use, as they had 
multiple applications open at the same time,” Hickenbottom 
says. “There was a bandwidth issue with our partner hospitals, 
so we struggled with having a reliable platform. But we have 
been able to solve those Internet issues,” he says.

A GAME-CHANGING PROGRAM
In OhioHealth’s eICU, critical care nurses sit in front of moni-
tors and oversee the critical care beds in all of the health 
system’s facilities. As Hickenbottom puts it, this serves as 
an “extra set of eyes and ears.” He adds, “It’s been a way for 
us to utilize technology and add another layer on top of our 
bedside nursing. We have been able to improve outcomes 
because of it; eICU is a triage point for our stroke network,” 
he says.

When a patient shows up in one of the rural hospitals, the 
nurses in the ER pull a mobile cart into the room and kick 
off the process, notes Hickenbottom. “We encourage our 
hospitals to register any patient that comes in that might be 
a stroke candidate of any kind. Our eICU nurses will then help 
to triage those patients,” he says. Between the EICU nurses and 
the physician at the hospital, if a decision is made to bring on 

a neurologist, the eICU nurse will get the neurologist to join 
the consult, Hickenbottom explains. “Our stoke neurologists 
all carry laptops with 4G cards embedded in them so they 
can log in from anywhere—from their office, home, their kid’s 
basketball game, or even pulling over on side of road. We’ve 
seen all of these happen,” he says.

Hickenbottom recalls a situation in which a 58-year old 
female patient with stroke symptoms came into the ED at one 
of the northern Ohio facilities. Based on the NIH Stroke Scale 
(NIHSS) a tool from the National Institutes of Health used by 
healthcare providers to objectively quantify the impairment 
caused by a stroke, the patient had a score of 7 on the 0-44 
scale (0 is best, 44 is most severe). “We fired up the mobile cart, 
and the neurologist was on the screen within a few minutes,” 
Hickenbottom says. “The patient was given t-PA, but she got 
worse rather than better. The neurologist recommended that 
she should be flown to our hub hospital in Riverside for more 
careful evaluation.  There, the clot was pulled out of her brain 
mechanically, and blood flow was restored. She walked out 
of the hospital two days later with no deficits. If not for this 
telemedicine program, the deficits would likely have been far 
greater.”

FIGHTING THROUGH CHALLENGES
In today’s healthcare, of course, not all telehealth costs are re-
imbursed. According to Hickenbottom, there is not good leg-
islation on the books in several states, including Ohio, when 
it comes to telemedicine reimbursement. “Currently there are 
strict rules around what is considered a rural area—there are 
many caveats involved,” he says. “So for us to be able to deter-
mine which hospitals we would be able to bill for these con-
sults and which ones we wouldn’t, coupled with the amount 
of reimbursement, which only comes out to $30 or $40 for one, 
it’s not worth it to us considering the overhead costs,” he ex-
plains. He adds that legislation in the state is being considered 
to force third-party payers to reimburse for telemedicine. “But 
that is not happening currently, so it’s a struggle, and I know 
Ohio is not alone with that struggle.”

Considering this reimbursement challenge, another stum-
bling block presents itself in the form of getting attending 
physicians to buy in to the value of telemedicine. “It’s been 
difficult to convince the ER physicians in the local hospitals 
that it’s better for the patients to put them on the telemedi-
cine cart and have a neurologist take a look at them,” Hick-
enbottom says. “It’s difficult to change that mindset, because 
many of the physicians just want to get the patient out of 
their ER as quick as possible. The telemedicine cart slows 
that down.” Hickenbottom notes that since the neurologists 
get a stipend for these calls, they’re more on board with the 
program.   “But it’s not just the stipend,” he attests. “They 
have seen and thus believe that telemedicine leads to better 
outcomes.” ◆

[THIS SERvES AS AN] ExTRA SET OF 
EyES ANd EARS. IT HAS bEEN A wAy 
FOR US TO UTILIzE TECHNOLOGy 
ANd Add ANOTHER LAyER ON TOP 
OF OUR bEdSIdE NURSING. wE HAvE 
bEEN AbLE TO IMPROvE OUTCOMES 
bECAUSE OF IT; eICU IS A TRIAGE 
POINT FOR OUR STROkE NETwORk.
 —STEVE HICKENBOTTOM
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CAREER PATHS

n organization’s most impor-
tant asset can be defined 

in a number of ways, de-
pending on the person defining 
the term and their own role. I am 
a big believer that, in most orga-
nizations, the most important 
asset is the human capital that 
makes everything happen. While 
the balance sheet report gives us 
a snapshot of the health of an or-
ganization in terms of assets and 
liabilities, it does not capture the 

relevant importance of the people who “keep the trains run-
ning on time.”

I am in the human capital business, and I have seen the 
employment market change dramatically over the last seven 
years—it’s not been stellar in most sectors. Many markets 
are still struggling to find their way through this long, drawn 
out recovery. Some sectors have fully recovered, while others 
have seen their best days and a real recovery is not going to 
happen any time soon—if ever.

This brings me back to why I believe (and why you should 
believe) that your greatest asset is the team you’ve as-
sembled that supports your mission and the organization’s 
objectives. In years past, many of us have taken this asset 
for granted because of the job market and the freedom to be 
more selective when hiring new recruits. Many healthcare 
organizations asked employees to wear multiple hats in-
stead of hiring more people due to budgets and a slowdown 
in hiring. Market dynamics have now changed and things 
are improving across our sector—and in fact, the forecast 
looks very bright.

The North American HCIT market is forecast to grow at 
a compound annual growth rate of 7.4 percent, to reach 
$31.3 billion by 2017 from $21.9 billion in 2012. That’s huge. 
The growth is mainly due to an increased demand for skills 
around clinical information technology, as well as adminis-
trative solutions and services. It’s exciting on one hand but 
a bit scary on the other, as the demand for who I refer to as 
“the do’ers” is going to grow. In a recent survey, the greatest 
demand in healthcare IT includes IT/technical management 
leaders, analysts, informatics, system analysts and project 

managers. So the do’ers are going to be in demand, and 
heavily recruited by healthcare organizations using higher 
compensation and other perks that are more important to 
younger, more educated employees than ever before.

The data is real, so get ready to adapt or watch your up-
and-comer millennials look for greener pastures.

The U.S.– Bureau of Labor Statistics predicts that millenni-
als will make up approximately 75 percent of the workforce 
by 2030.

Here are a few data points to consider:
• Millennials are the most educated generation in history.
• Approximately 79 percent of those in the Gen-Y category 

hold at least a bachelor’s degree, compared to 69 percent 
for those in the Gen X category and only 62 percent for 
Boomers.

• Millennials don’t think workers should be expected to stay 
with their employer more than a year. That’s a big change 
compared to Boomers.

• Millennials are ambitious and eager for their careers to 
grow and more hungry to learn new skills than their Gen X 
or Baby Boomer counterparts. Also, they favor managers 
who are friendly.
Here’s the net: We all need to think different about the 

value as an employer you bring to the table. In years past 
if you had an open requisition you could fill it in a reason-
able amount of time—for the most part. That is all about to 
change and while the demographic shift will be gradual it 
will also be noticeable. If you adapt and understand the new 
workforce dynamics, you should be fine.

If not, it could be a very slippery slope. ◆

Tim Tolan is senior partner at Sanford Rose Associates-Healthcare IT Prac-
tice. He can be reached at tjtolan@sanfordrose.com or (904) 875-4787. His 
blog can be found at www.healthcare-informatics.com/tim_tolan.

Adapting to the Priorities of the 
New Healthcare IT Workforce
Millennials are highly educated, ambitious and mobile. Will your organization be 
able to attract and hold on to the best people? BY TIM TOLAN

MILLENNIALS DON’T THINK WORKERS 
SHOULD BE EXPECTED TO STAY WITH 
THEIR EMPLOYER MORE THAN A YEAR.
THAT’S A BIG CHANGE COMPARED 
TO BOOMERS. —TIM TOLAN

Tim Tolan
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